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ABSTRACT 
We have explored the use of a generic ontology component to 
separate and encapsulate the design pattern logic of the GoF 
creational design patterns. We used a unique generic ontology as a 
runtime component in the creational patterns and then analyzed 
and compared the implementations with those of traditional GoF 
creational patterns. We concluded after experimental analysis that 
ontology driven solutions to creational design patterns not only 
mitigate the drawbacks identified in the creational patterns but 
also make the patterns a plug and play parameterized and reusable 
component whereby the desired objects can be created on the fly. 
Once the pattern parameters i.e. the participant classes are fed into 
the pattern ontology, the pattern functionality embedded within 
the ontological component becomes ready to use. This not only 
decouples the pattern logic from application logic but also 
decouples the pattern participant classes from each other. Thus the 
patterns become reusable even at the implementation level.1

1. INTRODUCTION 

 

Categories and Subject Descriptors 
D.2.11 [Software Engineering]: Software Architecture – 
patterns. 

General Terms 
Design. 

Keywords 
Creational design patterns, GoF design patterns, ontology, 
maintainability, reusability, adaptability. 

The GoF creational design patterns abstract the instantiation 
process. They help make a system independent of how its objects 
are created, composed, and represented. The creational patterns 
use inheritance or delegation to vary the class or object that is 
instantiated [5]. Although creational patterns are used to make the 
software design more flexible [5], yet several drawbacks have 
been identified to exist in them. The description of problems 
related to the creational design patterns is given in section 3.1. 

1Copyright is held by the authors. This work is based on an earlier 
work: RACS'13 Proceedings of the 2013 ACM Research in 
Adaptive and Convergent Systems, Copyright 2013 ACM 978-
1-4503-2348-2/13/10. 
http://doi.acm.org/10.1145/2513228.2513243 

Apart from the drawbacks specific to the creational patterns, there 
are certain drawbacks which are present in design pattern usage in 
general. First of all, the design pattern logic and application logic 
are embedded in the same classes or components. In other words, 
the classes participating in design patterns, apart from carrying the 
code which realizes the design pattern intent, also carry the code 
which realizes their separate responsibilities in the application. 
Because of this, patterns get lost in the code [12] and it becomes 
very difficult to identify, add/remove and maintain patterns at the 
implementation level [1]. Secondly, if multiple patterns are 
present in an application then it is very difficult to identify the 
specific instances of a pattern [12]. In such a case, there can be 
clusters of mutually dependent classes which are difficult to 
modify and maintain [12]. It also becomes difficult to add patterns 
later on (to form a compound pattern) involving the same classes 
which are already participating in the implementation of some 
other pattern. In other words, the roles and responsibilities of the 
classes participating in the pattern as well as their 
interrelationships are so deeply embedded in the application code 
that it makes the addition/removal of the pattern difficult and 
negatively affects maintainability, reusability, adaptability and 
flexibility. 

Ontology is one of the most widely used semantic technologies 
and is formally defined as “an explicit specification of a shared 
conceptualization” [7]. It can be used to model domain 
knowledge in the form of a set of concepts and relationships 
between them and can be expressed in ontology languages like 
OWL, OIL, DAML etc. It is mostly used for declarative 
knowledge maintenance and handling. 

Our idea is to separate the design pattern logic from the 
application logic to overcome the identified drawbacks. Also 
since declarative maintenance is easier than imperative 
maintenance, we considered encoding the design pattern logic 
declaratively. We thus, encapsulated the design pattern logic in a 
generic ontology and implemented and analyzed the resulting 
solution. Our analysis shows that our proposed solution not only 
decouples design pattern logic from application logic but also 
decouples the classes participating in the pattern from each other 
thereby obtaining multiple benefits. 

We apply our technique on the GoF creational design patterns and 
present a comparative analysis to highlight the advantages 
obtained by the technique.  Our results show that ontology driven 
solution to creational design patterns not only mitigates the 
drawbacks identified in the creational patterns but also makes the 
patterns plug and play components whereby the desired objects 
can be created on the fly. With our solution, the creational 



patterns can be applied to an existing set of classes without 
making any changes in the class code. Only the classes playing 
different roles in the pattern are defined in the pattern ontology 
through instantiation and the objects can be created instantly. We 
separate and encapsulate the pattern logic in an ontology 
component which increases the reusability of the pattern at the 
implementation level as well. By extracting the pattern logic into a 
separate component, it becomes easy to change the classes 
participating in the pattern even at runtime. Thus the different 
classes participating in the pattern form the parameters for the 
reusable generic ontological pattern component. Once the pattern 
parameters i.e. the participant classes are fed into the pattern 
ontology, the pattern functionality embedded within the 
ontological component becomes ready to use. Our technique 
enables identification of a pattern present in a code and also 
allows easy change, addition/removal of the pattern to/from the 
code. It also facilitates conversion of existing pattern into a 
compound pattern by adding some other pattern into the existing 
classes. The proposed solution further decouples the classes 
participating in the pattern from each other thereby enhancing the 
reusability and modifiability of each of the participating classes. 

The paper is structured as follows: section 2 covers the related 
research on separation of design pattern logic from application 
logic, creational design patterns and use of ontology as a runtime 
component in design patterns. It details the different techniques, 
which various researchers have proposed to overcome the 
problems of patterns and how our proposed technique is better 
and/or different from the existing ones. Section 3 highlights the 
problems identified in the creational design patterns and the 
pattern usage in general. Section 4 describes the proposed 
ontology driven creational pattern solutions. Section 5 
summarizes how to set up the generic pattern ontology. Section 6 
details the implementation aspects of the proposed technique with 
the help of builder pattern example. Section 7 presents the results 
of our analysis. Section 8 states the conclusion and ultimately the 
references are enlisted. 

2. RELATED RESEARCH 
Several researchers have presented aspect oriented programming 
approaches to separate the object oriented design pattern logic 
from application logic. Hannemann and Kiczales [8] separate the 
reusable part of the GoF design patterns into aspects and present a 
comparison of the AspectJ and Java implementations of concrete 
instances of the GoF design patterns. They identify that in the 
structure of a design pattern, some parts are common to all 
implementations of the pattern, and other parts are specific to its 
particular application. They present an AspectJ code that reflects 
this separation of reusable and application-specific parts. An 
abstract aspect encapsulates the general parts, while one concrete 
extension of the aspect for each application of the pattern fills in 
the specific parts. One problem with these approaches is that, 
runtime changes in the pattern participants and their dependencies 
cannot be made because of the static nature of AspectJ. Secondly, 
the code must be recompiled each time one wants to apply the 
pattern to a new class, remove the pattern from some class or 
change the implementation of the pattern. Only programmers well 
versed in aspect oriented programming concepts can make 
changes in the participant relationships or change their roles. The 
users/non-programmers cannot make any changes in the pattern to 
change the system behavior. 

Garcia et al [6] propose a quantitative assessment of Java and 
AspectJ implementations of the GoF design patterns which 
complements the work of Hannemann and Kiczales [8]. They 
conclude that not much improvement is obtained in the GoF 
creational design patterns by the aspect oriented programming 
approach. Cohesion and coupling are not improved because of 
low interaction between the roles in the original definition of the 
creational patterns. In fact, the additional components and 
operations introduced by the aspect oriented solution decreases 
the separation of concerns since the implementation of roles is 
scattered over more design elements. Besides, their work as well 
doesn’t address the above stated problems. 

Noble [10] presents a composite pattern for creating objects, 
named as natural creation. This pattern abstracts the object 
creation process from the client code. No special creational 
objects (like classes, prototypes, factories or builders) are visible 
to the client programmers. To create an object, the client calls just 
a single method of the natural creation interface. However, as it is 
just a composite pattern it does not enhance any quality attribute 
of the creational patterns. Moreover, it also makes creation 
operation harder to find in the program text. 

Chaturvedi and Prabhakar [2] present an ontology driven version 
of the MVC architectural style. The paper demonstrates that using 
a generic ontology as a runtime component in the style not only 
mitigates the drawbacks identified with the MVC style but also 
enhances the maintainability and reusability of the style. 
Chaturvedi and Prabhakar [3][4] also separate the pattern logic of 
the visitor and observer pattern and encapsulate it into generic 
design pattern ontologies. The experimental results show that the 
resulting solution enhances the maintainability, reusability and 
adaptability of the visitor and observer pattern. 

In this paper, we separate pattern logic/concern from the main 
application logic and that too without depending on aspect 
oriented programming concepts or languages. It enables runtime 
changes to be made in the pattern participants as well as their 
interdependencies. The code need not be recompiled to apply the 
pattern to a new class, remove the pattern from some class or 
change the behavior of the application. Even the users/non-
programmers can make changes in the pattern to change the 
system behavior. This enhances the flexibility and adaptability of 
the creational patterns so that objects can be created on the fly. 

3. PROBLEMS WITH THE CREATIONAL 
DESIGN PATTERNS AND PATTERN 
USAGE IN GENERAL 
3.1 Problems with the Creational Design 
Patterns 
Although the main design intent of the creational design patterns 
is to enhance flexibility, yet certain drawbacks have been 
identified to exist in creational patterns: 

1. The creator class hierarchy depends upon the product 
class hierarchy: In the GoF creational patterns, all the 
concrete creator classes directly depend upon the concrete 
product classes. In abstract factory, factory method and 
prototype patterns, the concrete factory classes instantiate 
and hence depend upon the concrete product classes. In 
builder pattern, apart from instantiating the product class in 



the build() method, sometimes the builder object itself is 
passed as an argument in the product constructor thus giving 
rise to a strong coupling between the builder and the product 
classes. In singleton pattern as well, the creator directly calls 
the singleton class method to create a singleton object. This 
dependency between the creator class and the product class 
hierarchies makes it difficult to modify or reuse either of the 
hierarchies. 

2. Coupling between the classes participating in the pattern: 
The participants in the creational design patterns depend on 
each other either because of instantiation, calling of methods 
or passing of class arguments. Thus it is difficult to change 
the participant roles during the runtime. 

3. Difficult to apply the pattern to existing classes: The 
creational design patterns use abstraction and inheritance 
techniques to induce flexibility into the design [5]. Thus 
when the existing classes are already inheriting some other 
classes then it may be difficult to apply the pattern if the 
programming language does not support multiple inheritance 
(like java) [8]. In case of prototype pattern, all the classes 
deriving from prototype interface must implement the clone() 
operation. Doing this may be difficult in existing classes 
especially when their internal objects don’t support copying 
or have circular references [5]. If a class is to be used as a 
singleton class then its constructor should be made private 
and an additional static synchronized method needs to be 
added to create singleton object. Thus when a class is 
converted into a singleton class then all the other classes 
which are calling the constructor of the converted class need 
to be modified. Thus the application of creational design 
patterns to an existing code is difficult. 

4. Only programmers can change the roles and 
responsibilities of the participating classes as well as 
relationships between them: The information about what 
are the different creators which are responsible for creating 
which different types of products is hidden in the application 
code itself. So non-programmers, on the fly, cannot change 
the roles, responsibilities and relationships between the 
participating classes. They can only be changed by 
programmers and that too in a non runtime situation. After 
making changes all the different classes have to be 
recompiled thus yielding a newer version of the application. 
This process can be costly and cumbersome if the changes 
are to be done frequently. 

5. The creation process is not abstract: The client needs to 
have full knowledge of the creators (like the director and 
builder in builder pattern) as well as the product/s that’ll be 
created. The client mostly instantiates the concrete creator 
classes and knows about the products created by them. Only 
the natural creation pattern [10] abstracts the creation 
process but it has its own drawbacks described in previous 
section. 

3.2 Problems with the Pattern Usage in 
General 
The same classes in an application are burdened with the 
responsibility of implementing both the pattern logic (which is 

application independent) and the application logic (which is 
application specific). This reduces the reusability of the pattern at 
the implementation level. The code implementing the pattern 
logic is so much intertwined with the code implementing the 
application logic that it becomes almost impossible to identify the 
existence of a pattern in a code. The pattern eventually gets lost in 
the code [12] and it becomes very difficult to identify, add/remove 
and maintain patterns at the implementation level [1]. 

If multiple patterns are present in an application then it is very 
difficult to identify the specific instances of a pattern [12]. That is 
to say that, if same classes are acting as participants in multiple 
patterns then it becomes very difficult to identify the patterns of 
which they form participants. This may also give rise to cycles of 
mutually dependent classes which are difficult to maintain and 
reuse [12]. 

Suppose at a later point of time, it is desired to add a new pattern 
into an existing pattern to give rise to a compound pattern. In this 
case, some of the existing classes act as participants in both the 
patterns and some extra classes are also added along with some 
relationships and dependencies. It becomes very difficult to 
manage these changes if both the patterns are implemented in 
traditional way. 

4. ONTOLOGY – DRIVEN CREATIONAL 
DESIGN PATTERNS 
This section briefly describes the ontology driven solutions to the 
GoF creational design patterns. We implemented all the GoF 
creational design patterns in java and then implemented them 
again based on the proposed ontology driven creational patterns. 
We analysed and compared both the solutions and then extracted 
out the advantages obtained in general in all the creational 
patterns as well as those obtained specifically in each pattern. The 
ontologies used and described in the following subsections are 
created by us and are generic. They are developed using 
Protege3.4 [11], an ontology editor tool. The boxes in the 
ontology diagram denote the concepts and the blue arrows denote 
the object type properties. The ontology of each creational design 
pattern encodes the design pattern logic of that pattern. Thus the 
intension of each ontology carries the design pattern logic and its 
extension carries the application specific details. 

 
Figure 1. Partial View of Factory Ontology Generated by the 

Ontoviz Plugin of Protege3.4. 

The solution in the following subsections, describes the generic 
ontology used, the structure of the resulting solution and the 
collaboration between the participant classes. The ontology  



 
Figure 2. Structure of Ontology Driven Factory Pattern.

component (comprising a generic ontology and an ontology 
manager) is completely reusable for all applications implementing 
the pattern. All possible scenarios of collaboration between the 
participant classes are not shown and only common scenarios are 
shown for brevity. 

4.1 Ontology – Driven Abstract Factory and 
Factory Method Patterns 
The ontology driven solution for both abstract factory and factory 
method is the same and hence is described in the same subsection. 

4.1.1 The Generic Factory Ontology 
The factory ontology (Figure 1) encodes the relationships which 
exist between the factory and product classes as well as their own 
individual properties. The classes in an application which play the 
roles of factory and product are made the instances of the 
concerned concepts. 

4.1.2 Structure 
Figure 2 shows the structure of the ontology driven factory 
pattern. No dependency exists between the Factory and Product 
class hierarchies. When a new factory or product element is 
added, its details are updated in the ontology and no code requires 
to be changed. 

4.1.3 Collaboration 
Figure 3 shows the collaboration between the classes in the 
ontology driven factory pattern. When the client wants to create a 
product, it calls the createProduct() method (second polymorphic 
form shown in Figure 2) of the factory class and passes the 
product name as argument. The factory class calls the 
getProduct() method of the FactoryOntologyManager class which 
invokes the constructor of the concerned class through reflection 
and returns the product instance to the ConcreteFactory class. The 
ConcreteFactory in turn returns the instance to the client. 
Alternately, if the client is ignorant of the different products 
created by a particular factory then it can call the createProduct() 
method (first polymorphic form) of the factory class which in turn 
calls the getFactoryProduct() method of the 
FactoryOntologyManager. The FactoryOntologyManager finds 
out from the ontology the products that can be created by that 
particular factory class and invokes the constructors of the product 
classes through reflection to obtain the product instances. The 
product instances are then returned to the client. 

 
Figure 3. Sequence Diagram of Ontology Driven Factory 
Pattern. 

 
Figure 4. Partial View of Builder Ontology Generated by the 

Ontoviz Plugin of Protege3.4. 



 
Figure 5. Structure of Ontology Driven Builder Pattern.

4.2 Ontology – Driven Builder Pattern 
4.2.1 The Generic Builder Ontology 
The builder ontology (Figure 4) encodes the relationship between 
the director, builder and product classes as well as their individual 
properties. The classes which play different roles in the pattern are 
made the instances of the concerned concepts. 

4.2.2 Structure 
As shown in Figure 5, no dependency exists between the Director, 
Builder and Product classes. When a new director, builder or 
product element is added, its details are updated in the ontology 
and no code requires to be changed. 

 
Figure 6. Sequence Diagram of Ontology Driven Builder 
Pattern. 

4.2.3 Collaboration 
When the client is unaware of the product created by a particular 
builder, it calls the construct() method (second polymorphic form 

shown in Figure 5) of the director and passes the builder name 
(Figure 6). The Director in turn calls the buildParts() method 
(second polymorphic form shown in Figure 5) of the 
BuilderOntologyManager. The BuilderOntologyManager finds 
out from the ontology the different build methods responsible for 
creating the different parts of the products along with their 
priorities. Then the build methods are arranged in order of their 
priorities. For each build method, the part it creates and the 
product to which the part belongs are retrieved from the ontology. 
The build method is then invoked to get the new value of the 
concerned part. The BuilderOntologyManager then, calls the 
initializePart() method to create the part of the concerned product. 
Thus, the related part of each builder method is created which 
completes the creation of the final product. 

4.3 Ontology – Driven Prototype Pattern 
4.3.1 The Generic Prototype Ontology 
The generic prototype ontology (Figure 7) encodes the 
relationships between the prototype creator and product 
(prototype) classes. Since the type of prototype object created by 
the creator depends upon the argument it’s create method takes. 
So the details about which argument leads to the creation of 
which type of prototype object are also encoded in the ontology. 
The classes playing the roles of creator and prototypes are made 
the instances of the ontology concepts. 

 
Figure 7. Partial View of Prototype Ontology Generated by 

the Ontoviz Plugin of Protege3.4. 

4.3.2 Structure 
No dependency exists between the Creator and Prototype classes 
(Figure 8). When a new creator or prototype element is added, its 
details are updated in the ontology and no code requires to be 
changed. 



 
Figure 8. Structure of Ontology Driven Prototype Pattern.

4.3.3 Collaboration 
When the client wants to create a prototype object (Figure 9), it 
calls the createPrototype() method (second polymorphic form as 
shown in Figure 8) of the PrototypeCreator class and thereby 
passes the name of the prototype. The PrototypeCreator calls the 
getPrototype() method (second polymorphic form) of the 
PrototypeOntologyManager class and passes both its own name as 
well the name of prototype as arguments. The 
PrototypeOntologyManager finds out from the ontology the create 
method for that particular creator and also the prototypes that can 
be created by that particular create method. Then the 
PrototypeOntologyManager finds out the prototypes that can be 
created by that particular argument that was passed to it by the 
creator class. Both the prototype lists obtained are than compared 
and the common prototype element is extracted out. The 
PrototypeOntologyManager obtains the instance of the prototype 
element by invoking the appropriate constructor through 
reflection. The prototype instance is then returned to the client. 

 
Figure 9. Sequence Diagram of Ontology Driven Prototype 

Pattern. 

 
Figure 10. Partial View of Singleton Ontology Generated by 

the Ontoviz Plugin of Protege3.4. 

4.4 Ontology – Driven Singleton Pattern 
4.4.1 The Generic Singleton Ontology 
The singleton ontology (Figure 10) encodes the relationship 
between the singleton classes and the number of instances they are 
allowed to have. The classes whose number of instances is 
constrained are made the instances of the singleton concept. 

4.4.2 Structure 
The entire pattern logic to create an instance of a singleton class 
resides in ontology and SingletonOntologyManager class (Figure 
11). Whenever a class is to be declared singleton it is just 
instantiated in the ontology along with the number of instances 
allowed. No code needs to be changed. 

 
Figure 11. Structure of Ontology Driven Singleton Pattern. 

4.4.3 Collaboration 
When the client instantiates SingletonOntologyManager class, all 
the classes whose number of instances are constrained (singleton) 
are obtained from the ontology and are initialized (Figure 12). 
When the client wishes to obtain an instance of a singleton class, 
it calls the getSingletonObject() method of the 
SingletonOntologyManager and passes the name of the singleton 
class. The SingletonOntologyManager finds out from the 
ontology, the maximum instance limit for that class and also the 
total number of instances already created. If the number of 
instances created is less than the maximum instance limit then an 
instance of the singleton class is obtained by invoking the suitable 
constructor of the singleton class. The instance is then, returned to 
the client. 



5. SETTING UP THE ONTOLOGY 
Since the pattern logic is separated from the application code and 
encapsulated in ontology, it can be changed (even at runtime) 
easily without modifying the code. The main idea is to enable the 
users (non-programmers) to directly make changes in the ontology 
so as to change the application behaviour and system response. 
Thus the proposed creational patterns enable the application to be 
modified/extended even by non-programmers by just configuring 
the ontology. To edit the ontology metadata and define new 
pattern rules, a user interface can be provided. 

The ontology can be implemented using a database, XML or 
RDFS models. A specialized user interface can be created to 
define the ontology rules and create instances. If the ontology is 
implemented in RDFS and the user is familiar with some RDFS 
ontology editor (like Protege) then s/he can directly use the editor 
to modify the ontology. Using RDFS also enables to automatically 
check the consistency of the ontology (through a reasoner) to 
ensure that only the objects defined as creators create the objects 
defined as products. 

 
Figure 12. Sequence Diagram of Ontology Driven Singleton 
Pattern. 

6. DETAILED IMPLEMENTATION 
ASPECTS: BUILDER PATTERN EXAMPLE 
This section explains the implementation details of builder pattern 
which is the most interesting and complex pattern among all the 
creational patterns. Unlike other GoF creational patterns, the 
builder pattern creates the product in parts which makes it special 
among other creational patterns. By means of builder pattern 
example, this section gives an idea of how the ontology driven 
creational patterns can be implemented. The Director class 
comprises three polymorphic forms of construct() method. The 
first polymorphic form does not accept any argument and is called 
when the client wants to create all the products created by all the 
builders which are controlled by the director. The second 
polymorphic form accepts an argument (builder) and is called 
when the client wants to create all the products created by a 
particular builder. If the client wants to create just a particular part 
of a product then s/he calls the third polymorphic form of 
construct() method. The getProducts() method of the Director 
class is called to obtain all the products created by one or many 
builders. The getProduct() method of the Director class returns a 
single product created by a particular builder. The java code of the 
Director class is as follows: 
public class Director { 
      OntologyManager om; 
//constructor 
      public Director() { 
         om = new OntologyManager(); 
      } 
//construct: first polymorphic form 
      public void construct(){ 
          om.buildParts(); 
      } 
//construct: second polymorphic form 
      public void construct(String builder){ 
           om.buildParts(builder); 
      } 
//construct: third polymorphic form 
      public void construct(String builder, String part){ 
          om.buildPart(builder, part); 
      } 
//method to get all the created products 
      public Vector getProducts() 
      { 
          return om.getProducts(); 
       } 
//method to get the product created by a particular builder 
      public Object getProduct(String builder) 
      { 
          return om.getProduct(builder); 
      }  



} 
Thus all the methods of the Director class are completely generic 
and reusable making the entire class reusable. The Director class 
accesses the methods of the BuilderOntologyManager to execute 
the pattern logic. BuilderOntologyManager contains and exposes 
methods that execute the builder pattern logic after consulting the 
builder ontology. The java code of BuilderOntologyManager 
(renamed as OntologyManager) looks like this: 
public class OntologyManager { 
OntDocumentManager mgr = new OntDocumentManager("<path 
of the ontpolicy.rdf file>"); 
static OntModelSpec s = new 
OntModelSpec(OntModelSpec.OWL_DL_MEM); 
static OntModel ontModel = 
ModelFactory.createOntologyModel(s, null); 
    String fileName = "<path of the pattern ontology file>"; 
    String baseURI = "<base uri of the pattern ontology>"; 
    public OntologyManager(){ 
      s.setDocumentManager(mgr); 
      ontModel.read("file:/"+fileName, null); 
    } 
//method to build parts of products created by all builders 
     public void buildParts(){ 
         Vector builders = getBuilders(); 
         for(Object obj:builders){ 
             buildParts(obj.toString()); 
         } 
     } 
//method to build parts of a particular builder (builderclass) 
     public void buildParts(String builderclass){ 
         //getBuildMethods() is used to get all the build() methods of       
the builderclass 
         Vector buildMethod = getBuildMethods(builderclass); 
         Vector finalbuildMethod = new Vector(); 
         int i=0; 
         int j=0; 
         int[][] methodpriority = new int [buildMethod.size()][2]; 
         for(Object bm:buildMethod){ 
              //getMethodPriority() is used to get the priority of the 
build() method of a particular part 
             i = 
Integer.parseInt(getMethodPriority(bm.toString()).toString()); 
             methodpriority[j][0] = i; 
             methodpriority[j][1] = buildMethod.indexOf(bm); 
             j++; 
         } 
         //this arranges the build() methods in order of their priorities 
         Arrays.sort(methodpriority, new Comparator<int[]>(){ 

        @Override 
        public int compare(int[] o1, int[] o2) { 
            return 
Integer.valueOf(o1[0]).compareTo(Integer.valueOf(o2[0])); 
        } 
    }); 
         for(int k=0; k<buildMethod.size(); k++){ 
             Object buildmethod = 
buildMethod.elementAt(methodpriority[k][1]); 
             finalbuildMethod.add(buildmethod); 
         } 
         Class builderMethodClass = null; 
         //this part invokes the build() methods in order of their 
priorities to create parts of product in desired order 
         try{ 
             for(Object m:finalbuildMethod){ 
             builderMethodClass = Class.forName(builderclass); 
             instance.add(builderMethodClass.newInstance()); 
             Object part = getPartOfBuildMethod(m.toString()); 
             Object product = getProductOfBuilder(builderclass); 
                 Method method = 
builderMethodClass.getMethod(m.toString()); 
             Object value = method.invoke(instance.lastElement()); 
             initializePart(product.toString(), part.toString(), 
value.toString()); 
             } 
         }catch(Exception e){ 
             System.out.println(e); 
         } 
     } 
//method to build a particular part 
     public void buildPart(String builderclass, String part){ 
         Object buildMethod = getBuildMethod(builderclass, part); 
         Class builderMethodClass = null; 
         try{ 
             builderMethodClass = Class.forName(builderclass); 
             instance.add(builderMethodClass.newInstance()); 
             Method method = 
builderMethodClass.getMethod(buildMethod.toString()); 
              method.invoke(instance.lastElement()); 
         }catch(Exception e){ 
             System.out.println(e); 
         } 
     } 
//method to get all the created products 
     public Vector getProducts(){ 



         HashSet hashSet = new HashSet(productinstance); 
         Vector products = new Vector(hashSet); 
         return products; 
     } 
//method to get the product created by a particular builder 
     public Object getProduct(String builder){ 
         int index = 0; 
         Object product = getProductOfBuilder(builder); 
         Object value = null; 
         for(Object obj:productinstance){ 
             if(obj.toString().startsWith(product.toString())) 
                 index = productinstance.indexOf(obj); 
         } 
          value = productinstance.elementAt(index); 
          return value; 
     } 
} 
Consider an example of an application which takes several 
different documents as input and arranges and represents them 
into a book format. This book builder application can have 
separate builders to create different types of books like technical 
book (TechnicalBookBuilder), fiction book 
(FictionalBookBuilder), drama book (DramaBookBuilder) etc. 
Each builder can have build methods to create only those parts of 
the book in which that particular builder is interested. For 
example the FictionalBookBuilder does not build the preface, 
introduction, summary and glossary parts and hence does not need 
to implement the related build methods. However, all these 
methods are implemented by the TechnicalBookBuilder. The java 
code of TechnicalBookBuilder and FictionalBookBuilder looks 
like this: 
public class TechnicalBookBuilder{ 
      public TechnicalBookBuilder() 
      { 
           //code 
      } 
//build method to build table of contents 
       public String buildTableOfContent() { 
           //code 
       } 
 //build method to build preface 
       public String buildPreface() { 
           //code 
       } 
//build method to build introduction 
       public String buildIntroduction() { 
           //code 
       } 

//build method to build chapters 
       public String buildChapters() { 
           //code 
       } 
//build method to build summary 
       public String buildSummary() { 
           //code 
       } 
 //build method to build glossary 
       public String buildGlossary() { 
           //code 
       } 
 } 
public class FictionalBookBuilder{ 
      public FictionalBookBuilder() 
      { 
           //code 
      } 
//build method to build table of contents 
       public String buildTableOfContent() { 
           //code 
       } 
  //build method to build chapters 
       public String buildChapters() { 
           //code 
       } 
} 
Since the concrete builders don’t have to adhere to a single 
builder interface so they can implement the build methods of their 
choices. This flexibility removes the chances of redundant code 
which happens in case of GoF builder pattern. At any point of 
time, the user may wish to change the sequence in which the 
product parts are built. For example for some particular kind of 
book, the user may like to print the glossary (important terms) in 
the beginning instead of at the end. In case of GoF builder pattern, 
such changes cannot be made by the user/non-programmer during 
runtime. While in ontology driven builder pattern, the user can 
change the build priority of glossary for a particular book in the 
builder ontology during runtime to realize such a change. 
Sometimes, different classes may play the role of director or same 
class can play the role of both the director as well as the builder. 
For example there may be an ExamPrepBookBuilder which 
creates an exam preparation book. This builder may call the 
buildSummary() method of the TechnicalBookBuilder to add the 
summary of all technical chapters before building the test papers 
and answer keys. Thus this builder is playing both the roles of 
director as well as builder and is also dependent on another 
builder (TechnicalBookBuilder). When this kind of new builder is 
to be added in GoF builder pattern, the Builder interface is 
required to be changed to add the new build methods 
(buildTestPapers() and buildAnswerKeys()) and hence all the 



concrete builders have to be changed and recompiled. Also the 
builder interdependencies and build sequence of parts are hard 
coded which remain hidden in the application code. If such 
addition and removal of product or product parts is frequent then 
it can be costly and cumbersome in case of traditional builder 
pattern. However in ontology driven builder pattern, the build 
choices and priorities of the newly added builder can be updated 
in the builder ontology to bring all the desired changes. 
Thus, it is clear from the above example code that the entire 
pattern logic resides in the ontology component comprising 
ontology and ontology manager. The sequence in which different 
parts of various products can be created is not hard coded in the 
Director class, rather it resides in the builder ontology (Figure 
13). Different products created by builders can have different 
parts which can have different build sequences. These sequences 
can be changed at runtime by changing the ontology values. 
Whenever a new product is to be created by a particular builder or 
builders, its corresponding entry is made in the ontology and no 
code modification is required. Same classes can play multiple 
roles in the pattern without introducing any code complexity. 
Also, the Director, Builder and Product classes are completely 
decoupled thus enhancing their maintainability and reusability. 
Runtime changes can be made by non-programmers/users to 
change the system behavior. This enhances the flexibility and 
usability. The pattern becomes a completely parameterized 
reusable component. All application related details (participant 
classes) and user preferences form the parameters of the pattern 
component. Once the pattern parameters are fed into the pattern 
ontology, the pattern functionality embedded within the 
ontological component becomes ready to use. Thus it is easy to 
apply and remove a pattern to and from an application code. 
<ConcreteBuilder 
rdf:ID="ontologicalbuilderpattern.TechnicalBookBuilder"> 
    <produces> 
      <Product rdf:ID="ontologicalbuilderpattern.Book"> 
        <isComposedOf> 
          <Part rdf:ID="TableOfContent"> 
            <isInitializedBy> 
              <PartInitializationMethod 
rdf:ID="setTableOfContent"/> 
            </isInitializedBy> 
            <hasBuildPriority 
rdf:datatype=http://www.w3.org/2001/XMLSchema#int>2 
            </hasBuildPriority> 
          </Part> 
        </isComposedOf>………. 

Figure 13. Partial View of the XML Serialization of the 
Builder Ontology Containing Book Builder Application 
Classes as Concept Instances. 

6.1 Analysis 
We developed and analyzed book builder application in java 
based on the traditional builder pattern as well as the ontology 
driven builder pattern. We then, compared both the applications 
using the JArchitect tool [9]. Figure 14(a) and 14(b) show the 
dependency graph between the components of the builder pattern 
and ontology driven builder pattern respectively. Single arrow 
edge from A to B indicates that A is using B. The thicknesses of 
edges are proportional to the strength of coupling in terms of the 
number of members involved. Figure 14 (a) shows that the client 
(BuilderPattern) directly depends upon the Director and concrete 

builder classes (TechnicalBookBuilder and 
FictionalBookBuilder). The Director class depends upon the 
builder interface (BookBuilder). The Director and all the concrete 
builder classes directly depend upon the Product class (Book). 
Thus a lot of dependencies exist between the participant classes of 
the GoF builder pattern. Figure 14 (b) shows that in the proposed 
solution the client (OntologicalBuilderPattern) depends upon the 
Director class which depends upon the OntologyManager. No 
other dependency exists as the concrete builder classes 
(TechnicalBookBuilder and FictionalBookBuilder) and Product 
class (Book) are totally independent. Figure 15 (a) and 15 (b) 
show the dependency matrix between the components of the 
builder pattern and the ontology driven builder pattern 
respectively. A blue matrix cell denotes that the package in 
column is using the package in row and a green matrix cell 
denotes that the package in column is used by the package in row. 
There are many coloured cells in Figure 15 (a) which means that 
there are a lot of class dependencies in GoF builder pattern unlike 
the ontology driven solution. 

7. CONSEQUENCES OF SEPARATING 
THE DESIGN PATTERN LOGIC 
7.1 Advantages Obtained in General 
The following are the advantages obtained by applying the 
proposed solution over all the GoF creational design patterns: 
1. The creator and product class hierarchies are 

independent of each other: As can be seen in the structure 
subsection (class diagram) of all the creational patterns, the 
creator classes are completely independent of the product 
classes. The creator classes simply call the ontology manager 
methods to find out from the ontology the object that needs 
to be created, create the object and send it back to the 
creator. Then the creator sends the object back to the client. 
This removes the coupling between the creator and product 
class hierarchies and hence enhances the modifiability and 
reusability of both the class hierarchies. 

2. No coupling between the classes participating in the 
design pattern: The participant roles, responsibilities and 
their relationships are maintained explicitly and declaratively 
in a separate ontology component. This not only decouples 
the participating classes but also enables to easily change 
their roles and relationships even during the runtime. 

3. Easy application of the pattern to existing classes: The 
proposed solution separates the design pattern logic from the 
application logic and encapsulates it into a separate ontology 
component comprising a generic ontology and an ontology 
manager. So, whenever a pattern needs to be applied to some 
existing classes then the roles played by classes in the pattern 
as well as their relationships with each other are encoded in 
the ontology. Then, the generic methods of the ontology 
manager class or of the class which accesses the ontology 
manager are called to hook the design pattern functionality 
into the existing code. No other change requires to be done. 
Thus it becomes easy to apply the pattern to existing classes. 

4. Non-programmers can change the behavior of application 
on the fly: Since the roles, responsibilities and relationships 
between the classes participating in the pattern are encoded 
explicitly in a separate ontology component so they can be 



changed and maintained very easily. The ontology 
component can be provided with a GUI by means of which 
even the users/non-programmers can make changes in the 
participant roles and relationships even during the runtime. 
The participating classes of the pattern can also be changed 
thus resulting in the change of behavior of the entire 
application. 

5. The creation process is abstract: The client can remain 
completely unaware of the fact that which creator classes are 
responsible for creating which different products. The client 
may simply know either about the creator with which certain 
products have to be created or just about the products which 
the client wants to be created. 

6. The pattern becomes a plug and play parameterized and 
reusable component: The proposed solution makes it easy to 
identify the pattern when it exists in a code (because of the 
ontology component). Since the pattern logic is separated 
from the application logic, the pattern essentially becomes a 
plug and play component. The ontology component 
comprising the ontology and the ontology manager is totally 
generic and is reusable even at the implementation level. The 
application specific details and user preferences form the 
parameters of the pattern component. Once these parameters 
are fed into the pattern ontology, the pattern functionality 
becomes ready to use.  

7. Easy to identify the classes participating in a pattern: 
Even when multiple patterns are present, the classes, which 
form the participants of different patterns, can be easily 
identified (as they are the instances of the pattern ontology 
concepts). Thus there are no chances of mutually dependent 
classes with dependencies hidden in the code. This enhances 
the reusability and maintainability of the classes. 

7.2 Advantages Obtained in Specific 
7.2.1 Advantages Obtained in Abstract Factory and 
Factory Method Patterns 
In the GoF abstract factory and factory method patterns, it is 
difficult to add products. Whenever a new product is added, the 
abstract factory class needs to be modified because of which all 
the concrete factory classes have to be modified and recompiled 
whether they create the newly added product or not. This 
drawback is removed in the proposed solution. When a new 
product is added, its entry is just made in the ontology and the 
abstract factory class need not be changed. In the traditional 
abstract factory, the above drawback was removed by passing 
product as an argument in the factory’s create method. This made 
it difficult for the client to assume the concrete class of the 
product as it was received as an instance of the abstract product 
class.
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Figure 14. Dependency Graph between the Components of (a) The Traditional Builder Pattern (b) The Ontology Driven Builder 
Pattern. 



   
(a)                                                                                       (b) 

Figure 15. Dependency Matrix between the Components of (a) The Traditional Builder Pattern (b) The Ontology Driven Builder 
Pattern. 

7.2.2 Advantages Obtained in Builder Pattern 
In traditional builder pattern, if new build methods (for new parts) 
are to be introduced in the builder abstract class, then all the 
concrete builder classes have to be modified and recompiled 
whether they intend to build the new added part or not. This 
problem is not there in the proposed solution as the builder 
classes need not inherit from the builder abstract class. 
The sequences in which the build methods of the different 
builders must be called are hard coded in the director class. Also 
the build methods of all the builders are called in the same 
sequence. The proposed solution provides the flexibility to 
maintain the priorities of the build methods of different builders. 
The build methods of each builder can be called in the sequence 
of their priorities and their priorities can be changed even at the 
runtime. 

7.2.3 Advantages Obtained in Prototype Pattern 
The main problem with the prototype pattern is that the clone() 
operation is to be implemented by all concrete prototype classes 
which may be difficult to do. For example implementing clone() 
operation may be difficult in existing classes because the internal 
objects may not support copying or they may have circular 
references. This problem is removed by the proposed solution as 
the concrete prototype classes are no more required to implement 
the clone() operation. The required instance of the prototype class 
is returned by the ontology manager. 
In some implementations of the prototype pattern, it may be 
difficult for the client to infer the exact concrete class of the 
created prototype. But this problem is not there in the proposed 
solution. 

7.2.4 Advantages Obtained in Singleton pattern 
In the GoF singleton pattern, when the situation arises to choose a 
subclass of singleton then link approach and conditional 
statements are used [5]. However, the problem with these is that 
the possible singleton classes are hard-wired and they cannot be 
changed at runtime. Another approach suggested is use of registry 
but in this approach instances of all possible singleton subclasses 
must be created otherwise they won’t get registered. These 
problems are mitigated in the proposed solution. 

There is also an automatic error recovery mechanism in the 
ontology driven singleton pattern. Suppose a new instance of 
singleton class is requested and that class has reached the 
maximum instance number limit. In this case, the ontology 
manager can retrieve a similar singleton class (providing the same 
functionality) from the ontology and return its instance to the 
client. 

7.3 Liabilities 
The proposed solution also has some liabilities and limitations: 
1. The programming language used to implement ontology 

driven creational patterns should support reflection. Such 
languages include Java, C#, Objective‐C, PHP, Python and 
Ruby. To implement the patterns in languages like C++, 
which do not support reflection, it requires a lot of work 
from the developers to write the reflection code. 

2. The use of reflection can impose a performance penalty. 
Therefore, worst-case analysis of the software system with 
the ontology driven patterns in place needs to be done when 
performance is an issue or when dealing with real-time 
systems. 

3. Debugging can become more difficult primarily because the 
control flow is interrupted by the ontology component. A 
bug may occur because of erroneous encoding of knowledge 
in ontology. Since the symptoms and causes of bug reside in 
separate components so it makes debugging difficult. 

4. The patterns can be used by developers who are well 
acquainted with ontology as a structural framework for 
organizing knowledge. Those who don’t have prior 
knowledge of ontology concept might face learnability issues 
because of the complexity of the components constituting an 
ontology model. 

5. The design pattern logic is totally separated from the 
application logic and is encoded in the ontology component. 
This raises an overhead of an additional component i.e. the 
ontology. Whenever the generic ontology is used in an 
application, it needs to be instantiated at least once. 



8. CONCLUSION 
Our work shows that separation and encapsulation of design 
pattern logic into an ontology component not only mitigates the 
drawbacks existing in creational design patterns but also 
significantly improves certain quality attributes. Our ontology 
driven solution completely decouples the creator and product 
class hierarchies and thus enhances the modifiability and 
reusability of both the hierarchies. It also decouples the classes 
participating in design patterns, whose roles and responsibilities 
can be changed even at the runtime. Since the roles, 
responsibilities and relationships between the participating classes 
are encoded explicitly in a separate ontology component, so they 
can be changed easily by even the users/non-programmers during 
runtime. This enables the users to change the behavior of the 
application and create objects on the fly. Whenever a pattern 
needs to be applied to some existing classes then the roles played 
by classes in the pattern as well as their relationships with each 
other are encoded in the ontology. Then, the generic methods of 
the ontology manager class or of the class which accesses the 
ontology manager are called to hook the design pattern 
functionality into the existing code. No other change in code is 
required. Thus it becomes easy to apply the pattern to existing 
classes. Our solution also makes the creation process abstract, as 
the client can remain unaware of the creator and product 
relationships.  

The proposed solution makes it easy to identify the pattern when 
it exists in a code (because of the ontology component). Since the 
pattern logic is separated from the application logic, the pattern 
essentially becomes a plug and play component. The ontology 
component comprising the ontology and the ontology manager is 
totally generic and is reusable even at the implementation level. 
The application specific details and user preferences form the 
parameters of the pattern component. Once these parameters are 
fed into the pattern ontology, the pattern functionality becomes 
ready to use. The proposed solution makes the creational patterns 
completely parameterized components which are easy to add and 
remove to and from the application code. 

Even when multiple patterns are present, the classes, which form 
the participants of a creational pattern, can be easily identified (as 
they are the instances of the creational pattern ontology concepts). 
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ABSTRACT 
Passive worm, a huge hidden trouble to P2P applications, has 
drawn much attention because of its undetectable, destructive, and 
wide-ranging features. Existing propagation models for passive 
worm only noticed its similarity to biological viruses in 
propagation, ignored the impact of social attributes of P2P nodes 
on the spread of worms, such as trust relationship, network 
topology, security awareness and potential profit. Although these 
models were simple and efficient, they did not match the defense 
process of passive worm in dynamic environment. This paper 
proposes a defense model of passive worm in P2P networks. The 
contributions made in this paper include four aspects. First, we 
analyze the deficiency of current defense model of passive worm 
based on mean-field theory in P2P networks. Second, we build a 
node evaluation system based on trust relationship, by which the 
resource providers in P2P networks are determined. Third, we 
develop a defense model based on game theory. Fourth, we 
provide extensive numerical study and simulation experiments to 
the impact of some relevant model parameters on the defense of 
passive worm in P2P networks. The model presented in this paper 
is applicable for defending against passive worms in P2P 
networks.1 

Categories and Subject Descriptors 
C.2.0 [General]: Security and Protection; D.4.6 [Security and 
Protection]: Invasive Software.  

General Terms 
Security. 

Keywords 
Passive worm, Node evaluation system, Game theory, Defense 
model. 

1Copyright is held by the authors. This work is based on an earlier 
work: RACS'13 Proceedings of the 2013 ACM Research in 
Adaptive and Convergent Systems, Copyright 2013 ACM 978-
1-4503-2348-2/13/10. 
http://doi.acm.org/10.1145/2513228.2513237. 

1. INTRODUCTION 
The file sharing networks based on P2P technologies have 
attracted researchers’ attention extensively because of the 
competitive advantages in data distribution, multimedia network 
transmission, distributed data store, and the capability of solving 
the service bottleneck problem in C/S model. For now, P2P 
applications in file sharing networks make a significant 
contribution to the Internet traffic. However, the current P2P file 
sharing networks are facing serious security threat. Especially the 
emergence of P2P worm is not only harmful to P2P networks, but 
also poses an underlying threat to the Internet. Therefore, how to 
defend P2P worm attacks in multimedia sharing environment has 
become a heat research topic. 

According to attacking means, P2P worms, which cause great 
threat to security of P2P networks, can be divided into three 
groups. They are passive worm, reactive worm and active worm. 
Passive worms hide themselves in popular P2P resources by 
embedding malicious code in executable files, trick users into 
downloading and executing them for propagation. Reactive 
worms only propagate themselves with legitimate network 
activities. Active worms, the most dangerous non-scanning worms 
in P2P networks, automatically connect to and infect the potential 
targets by using topological information for propagation. In this 
paper, we mainly focus on passive worms which occupy a 
dominant position in the current P2P worms. As file sharing 
systems based on P2P have gradually become the mainstream 
application over the Internet, these popular P2P systems, like 
BitTorrent, Kazaa and eDonkey2000, usually have a large number 
of homogeneous nodes, huge registered user groups, anonymous 
information sharing mechanism and parallel download method. 
The above characteristics provide the most convenient 
environment for passive worm attack and make it become a major 
threat to P2P networks.  

Researchers have done a great deal of studies on the propagation 
model and the defensive measure for passive worm in recent years. 
For example, Ma et al. developed a passive worm propagation 
model by numerical analysis in 2006, and studied the influence of 
the vulnerability, the change rate, the security and connectivity of 
P2P nodes on passive worm propagation by this model[2]; Zou et 
al. built a PWP mathematical model for passive worm based on 
two-factor model in 2007, and analyzed the impact of the initial 
infection rate, the transmission rate, the immunization rate, and 
the propagation delay on the propagation speed of passive worm 



by the model[3], meanwhile, the feasibility of using passive worm 
as benign worm to defend against malicious worm was discussed; 
Feng et al. developed a passive worm propagation model in P2P 
networks on the basis of mean-field theory in 2008[4];  then they 
simulated passive worm propagation in P2P file-sharing 
networks[5] and mobile P2P networks[6] respectively, further 
analyzed the key factors that influence the propagation speed of 
passive worm; Wang et al. built a passive worm model by using 
of SEIRS model in 2009[7], the impacts of random stirring, 
dynamic quarantine and regular immunization of P2P nodes on 
the passive worm propagation were included in this model. Luo et 
al. modeled the late phase of passive worms propagation in 
2010[8] and drew the following conclusions: if most nodes in P2P 
networks lacked of security risk awareness, whose vulnerabilities 
were tolerated even after eliminating worms or reinstalling system, 
passive worms would continue to spread, and never die in P2P 
networks, which provided guidance to defend passive worm in 
later stages of its epidemic. 

The above-mentioned models could describe the propagation 
process and defense strategies of passive worm to some extent, 
and provided some valuable references for establishing 
corresponding defense system of passive worm. But we find these 
propagation models mentioned above have more or less ignored 
some social attributes of P2P nodes in dynamic sharing 
environment. Without consideration of the propagation effects of 
passive worm under the combined action of these social attributes 
of nodes, the propagation process of passive worm cannot be 
accurately described in dynamic environment. This paper attempts 
to address this issue, and makes the following four contributions. 

1) We analyze the deficiency of the current defense models of 
passive worm based on mean-field theory, and specify the 
fundamentals for the improvement of passive worm model.  

2) We build a node evaluation system based on trust relationship, 
by which the resource providers in P2P networks can make 
decision accordingly.  

3) We develop a defense model based on game theory, and also 
describe the defense process of active worm under the combined 
action of these social attributes of P2P nodes, such as behavior 
patterns, trust relationship, social relationships, network topology, 
security awareness and potential profit.  

4) We provide extensive numerical study and simulation 
experiments to the impacts of some relevant model parameters on 
the propagation speed of passive worm in multimedia sharing 
environment, which could applicable for defending against 
passive worms in P2P networks. 

This paper is organized as follows. The deficiencies of current 
defense model of passive worm based on mean-field theory are 
analyzed in section 2. A node evaluation system based on trust 
relationship is demonstrated in section 3. Section 4 develops a 
defense model based on game theory, and also describes the 
defense process of active worm under the combined action of 
these social attributes of P2P nodes. Section 5 provides extensive 
numerical study and simulation experiments to the impacts of 
some relevant model parameters on the propagation speed of 
passive worm in multimedia sharing environment. Related work 
and conclusion are discussed in section 6, and the 
acknowledgment is put forward in section 7. 

2. THE DEFICIENCY OF THE DEFENSE 
MODEL OF PASSIVE WORM BASED ON 
MEAN-FILED THEORY 
The Most traditional modeling approaches based on epidemiology 
and mean-field theory are not suitable for describing the 
propagation of passive worm which uses social engineering 
techniques to achieve transmission. The deficiency of the defense 
model of passive worm based on mean-field theory can be listed 
as follows: 

1) These models assumed once worm files had been downloaded, 
they would be executed. The hypothesis ignored some of these 
worm files might be deleted by users, which could affect the 
infection rate of passive worm.  

2) These models ignored the impact of the security awareness of 
user nodes on the execution rate of download files.  

3) These models ignored the impact of the topology of the nodes 
on the passive worm propagation.  

4) These models ignored the impact of the informative and the 
popularity of infected files on the passive worm propagation.  

5) These models ignored the impact of the trust relationship 
between P2P nodes on the download rate of susceptible infected 
nodes. 

6) These models assumed user nodes that had been patched by 
security software could build up a complete immunity to passive 
worm. But actually passive worm developers would employ all 
means to search for undiscovered vulnerabilities in multimedia 
data sharing network, and try everything to terminating the 
security services deployed on infected nodes for passive worm 
propagation. So the immune state of node did not exist in real P2P 
networks. 

Given the above, we develop a defense model based on game 
theory with fully consider the effect of the factors discussed above 
to passive worm propagation, which can be used to describe the 
defense process of passive worm in real dynamic environment. 

3. A NODE EVALUATION SYSTEM 
BASED ON TRUST RELATIONSHIP 
Since the trust relationship between P2P nodes will have a giant 
effect on the choice of resource provider, we first build a node 
evaluation system based on trust relationship in this section. 

Every resource requester (a P2P node) will evaluate the credibility 
of resource provider (another P2P node) after each transaction in 
our model. If any node i  has downloaded and executed a shared 
file from node j  in P2P networks (A deal between node i  and 
node j  can be expressed as ijT ), it will evaluate this deal 

according to the satisfaction with the downloaded file，that is, the 
user of request node would evaluate each transaction, thus 
enabling the nodes in P2P networks intelligent to make a decision. 
If satisfactory, 1ijT = , and node i  satisfaction( ijSat ) with node 
j  increases 1; if not, 1ijT = − , and node i  

dissatisfaction( ijUnSat ) with node j  increases 1. To mitigate the 
load of node i ,  if node i  dissatisfied the deal with node j, it 



scores the trust value of node j , otherwise the value of  ijT  will 
be automatically gain 1 after this deal. The value of evaluation ije  
can be defined as the sum of the ratings of the individual 
transactions that node i  has executed the downloaded files from 
node j . 3ij ij ije Sat UnSat= − × . The local trust value ijRe  is the 
normalized ije  and describes how much node i  believes in 
node j ,  its value can be defined as follow:  

1
( ,0) / ( ,0) ( ! )n

ij ij ikk
Re Max e Max e k i

=
= =∑ ,  the positive integer 

n  shows the number of nodes in P2P network. Accordingly, the 
local trust vector iR  of node i  can be defined as 

{Re | (1, ..., )}i ijR j n= ∈ . ( Re 1ii =  means each node absolutely 
believes in itself). Each node maintains its own local trust vector, 
and all nodes will regular upload their local trust vectors to a trust 
server, which can build a local trust matrix TL  in P2P networks. 

( , (1,..., ))ijTL i j n∈  expresses the local trust value that node i  
trust node j , obviously Reij ijTL = . 

Furthermore, the global trust value can describe the whole 
downloading course more actually. In fact, when node i  chooses 
the possible transaction object, the assessments from its friend 
nodes (Those nodes which have ever traded with node i ) are also 
taken into consideration, and the opinions are weighted by the 
trust value assigned by node i  . Thus node i  will make a more 
objective evaluation to node j . So the global trust value that 
describes how much node i  believe in node j  can be defined as 

ijTr , The value of ijTr  can be expressed as follows:   

1 1
Re Re { | (1, ..., )}.n n

ij ik kj ik kj i ijk k
Tr TL TL and T Tr j n

= =
= × = × = ∈∑ ∑

Given the above, we introduce the transaction trust value ijDe  to 
balance the relations between the local trust value ijRe  and the 
global trust value ijTr , before node i  makes a deal with node j , 
and ijDe  can be defined as ijDe , The value of ijDe  is as follows: 

1
Re (1 ) (1 ) n

ij ij ij ij ik kjk
De Tr TL TL TLα α α α

=
= × + − × = × + − × ×∑  

where α indicates the confidence value of node, ( (0,1))α ∈ . 
Before node k  in P2P networks downloads a shared resource 

jres , the trust server can calculate all the global trust values 
{ | (1, ..., )}kjTr j n∈ . If node j  can provide the shared 
resource jres , node k  will calculate all the transaction trust 

values between itself and resource providers， then select a 
resource node with the highest transaction trust value from these 
resource providers. Besides, after adjusting its local trust vector, 
each request node should also upload the updated local trust 
vector to the trust server in time according to its satisfaction after 
each transaction.  Any node l  can only access and modify row l  
in the local trust matrix stored in trust server for security. Also, 
the local trust matrix is mapped to multiple super nodes, which 
can prevent the trust server from being a bottleneck. However, 
how to guarantee the data consistency and  security between trust 
server and super nodes is beyond the scope of this article, related 
problems can be solved by the research results in related domains. 
Finally, It is essential to initialize all elements of the local trust 
vector kR  of a node k  to 1 / n ( 1 / ( , 1, ... , )kjTL n i j n= ∈ ) when it 
first joins P2P networks since it has not traded with other nodes. 

4. PASSIVE WORM DEFENSE MODEL 
BASED ON GAME THEORY 
Having assessed the credibility of resource providers and decided 
a preferred option, the next stage is to investigate whether or not 
user nodes will execute those downloaded files. A passive worm 
defense model on the base of the game theory is put forwarded in 
this section. 

Currently, there are two conflicted parties in the defense process 
of passive worm. On the one hand, passive worms disguise 
infected files as the hotspot of social attention, and try everything 
to trick user nodes into downloading and executing these “hot-
files” for propagation, on the other hand, user nodes will estimate 
the safety of downloaded files by their security expertise, and 
determine whether or not they will execute these files. The 
execution rate of download files can be analyzed by game theory 
for more realistic results. There is no necessary connection 
between worms' gain and users' loss[9, 10, 11], so the relations 
between user nodes and passive worms is assumed as a non-zero-
sum-game. We focus on the quantifying standard of gain and loss 
of user nodes with the capacity for rational thought in the 
following defense model. 

First, we illustrate the game theory. The research subjects are 
represented by triplet ( , , )G S U= Γ  in behavioral game theory: 

1) {1, 2, ... , }nΓ =  represents the collection of objects that were 
got in this game. 

2) 1 2{ , , ... , }nS S S S=  represents the policy set which is used by 
participants in this game, and iS  represents the nonempty policy 
set of participant i , , ii S∀ ∈Γ ∃ ≠ ∅  

3) 1 2{ , , ... , }nU U U U=  represents the revenue function on the 
condition that each participant has adopted respective policy set 

1 2{ , , ... , }nS S S S=  

If two sides who participate in game are in a state of strict 
confrontation in behavioral game model, where the gains of one 
side must come at the losses of the other side and where the sum 
of the gain and loss that each side of the game has got is always 
zero,  this game is a zero-sum game. Its formalization is as follows: 
the formulation (1) (2) ( )

1
( , , ... , ) 0n

njj
U s s s

=
=∑  is valid to any 

policy set (1) (2) ( )1 2, , ... , n ns S s S s S∈ ∈ ∈  

In a given behavioral game model ( , , )G S U= Γ , the condition 
that a policy set *s  is a Nash equilibrium is as follows: When 

i∀ ∈Γ  and i is S∀ ∈ ,  * * *( , ) ( , )i i i i i iu s s u s s− −≥ , or  when i∀ ∈Γ , 
* *arg max ( , )

i i
i i i i

s S
s u s s−

∈
∈ , where * 1 1 1( , ... , , , ... , )i i i ns s s s s− − += , we 

say *s  is the optimal strategy when other players in the game 
choose a strategic combination *is−  , and  *s  is also called pure-
strategy Nash equilibrium. 

In a given behavioral game model ( , , )G S U= Γ , if a player k  
has m kinds of pure strategies 1 2{ , , ... , }k k k kmS s s s= , the 
probability distribution 1 2{ , , ... , }k k k kmX x x x=  is called a mixed 
strategy of player k . ( (1,2,..., ))klx l m∈  represents the 



probability that the player  selects the strategy , where 

and . Since one side of the game can’t 
estimate which strategic combination of other side will be adopted, 
the mixed strategies are introduced to show that both sides of the 
game will randomly select their game tactics according to certain 
probability distribution. 

There is a behavior of game between user nodes and passive 
worms in the defense process of passive worm. On the one hand, 
passive worms disguise infected files as the hotspot of social 
attention, try to trick user nodes to download and execute these 
hot-files for propagation. On the other hand, user nodes will 
estimate the safety of downloaded files by their security expertise 
for determining whether they could execute these files. Only user 
nodes are intelligent to be capable of making sensible decisions in 
this game, whereas passive worms are non-intelligences without 
the ability to act independently. There is no necessary connection 
between worms' gain and users' loss[9, 10, 11], so the relation 
between user nodes and passive worms is assumed as a non-zero-
sum-game. We focus on the quantifying standard of gain and loss 
of user nodes with the capacity for rational thought in the 
following defense model.  

After finishing the introduction to game theory and the analysis 
for defense process of passive worm, the next step is to develop a 
passive worm defense model based on game theory. 

 
Figure 1. The behavioral game model in defense process of 

passive worm 

1) As shown in Figure 1， there are two classes of objects 
participated in game in the model. One is user nodes - essentially 
Internet users, and the other is passive worms - essentially passive 
worm developers. 

2) All research objects of the game in the model adopt mixed 
strategy. A user node  can follow two strategies in the process of 
the game: one is to execute download files with a probability of 

, if this file happens to be a worm file, then the infected ratio of 
passive worm on this user node is , the other is to delete 
download files with a probability of ; meanwhile, a passive 
worm  can follow two strategies: one is to publish infected 
shared files which contain passive worm copy with a probability 
of , the other is to publish normal shared files with a 
probability of . So the matrix strategies in the behavioral 
game model between user node  and passive worm  can be 
obtained. That is  and . 

3) In order to get the revenue functions of each player in the game, 
we make a simple quantitative analysis about the gain and loss of 

two parties in the game. As mentioned above, we focus on the key 
factors influencing user nodes' gain and loss. 

(a) When any user node  decides to execute an infected file that 
has been download from user node , its revenues function is 

. The quantifying standard of  is closely related 
to the social position of user node (its value  can be 
expressed as the connection degree of user node ), the security 
awareness of user node (its value can be expressed as ), the 
importance of data kept in user node  (its value can be expressed 
as ), the informational value of the file downloaded from 
user node  (its value can be expressed as ),  the camouflage 
degree of worm file (its value can be expressed as ),  the 
severity of worm file (its value can be expressed as ), and the 
transaction trust value  that describes how much user node  
believe in user node . Where ,  ,  and are 
random variables that subject to Gauss distribution, the severity of 
worm file  is a time-discrete function, and its quantifying 
standard should not only consider the hazard of passive worm but 
also consider the propagation time and the influence scope of 
passive worm, so its value can be defined as 

, The value of  is defined as  

, and  can be got 

from the node evaluation system mentioned in section 3. So, the 
revenue function  of user node  after it executes the 
infected file downloaded from user node  can be defined as 
follows:  

 . 

(b) When any user node  decides to delete an infected file that 
has been downloaded from user node , its revenues function is 

. The quantifying standard of  is closely related to 
the severity of worm file, the camouflage degree of worm file, and 
the security awareness of user node . Namely, the revenue 
function is defined as . 

(c) When any user  decides to execute a normal file that has 
been download from user node , its revenues function is . 
The quantifying standard of  is closely related to the 
informational value of the file downloaded from user node  and 
the security awareness of user node . The greater the 
informational value of download file is, the stronger the security 
awareness of user node  is, the more benefits obtained by user 
node  after it executes normal file. So the revenue function 

 can be defined as follows: . 

(d) When any user node  decides to delete a normal file that has 
been download from user node , its revenues function is 

. The quantifying standard of   is closely related 
to the informational value of the file downloaded from user node 

,  the security awareness of user node ,  and the transaction 
trust value . The revenue function  can be defined as 
follows: . 

Given the above, the formalized representation of the passive 



worm defense model based on game theory can be defined as 
follows: 

{ ( ), }
{ , , , }
{ ( , ), ( )

( , ), ( , )}

User i Worm
S Execute Delete PassiveWorm Normal
U U Execute PassiveWorm U Delete PassiveWorm

U Execute Normal U Delete Normal

Γ =
=
= ， ，

 

Table 1 briefly describes the payoff matrix of the two parties of 
the game in the model. 

Table 1. The payoff matrix of all parties of the game in the 
model 

Strategies 
selection Infected file Normal file 

Execute 
( , )U Execute PassiveWorm

Da=  
( , )U Execute Normal

= In  

Figures 
( )U Delete PassiveWorm，

Re=  
( , )U Delete Normal

= Co  

 

If player 1 adopts mixed strategy x , player 2 adopts mixed 
strategy y  in game model, the expected return of player 1 is 

1( , ) TE x y xAy= ; the expected return of player 2 is 
2 ( , ) ( )T TE x y y A x= − , where A  and TA−  are the payoff matrix of 

player 1 and player 2. So the expected return of Internet user is 
( , ) TuserE P Q PRQ= , the expected return of passive worm is 

( , ) ( )T TpassivewormE P Q Q R P= −  in this behavioral game model.    

According to game theory, In order to obtain more profit, user 
nodes keep silent to avoid executing worm files, which led to 
minimize the expected return of passive worm. So if user node i  
decides to execute a shared file that has been downloaded from 
user node j , it wants a normal files rather than a worm one, in 
other word, ( , ) / 0userE P Q q∂ ∂ = , take corresponding parameters 
in the payoff matrix into this equation, the probability that user 
node i  will execute a shared file downloaded from user node j  
can be obtained after solved this equation. 

( , ) Re( , )
( , ) ( , ) Re( , ) ( , )i

Co i j i jp
Da i j Co i j i j In i j

−
=

+ − −
              (Formula 1) 

5. SIMULATION AND RESULT ANALYSIS 
In the following we evaluate the key factors that might influence 
defense effect of passive worm in multimedia sharing 
environment through simulation experiment, and analyze the 
results of the experiment. To simplify the experiment, a number of 
assumptions are made in the defense process of passive worm. 

1) First, the local trust matrix of P2P nodes will be initialized in 
configuration file according to the ideas of section 3 and will be 
revised according to the evaluation of trade nodes after each 
infectious cycle. 

2) There are only two kinds of states of P2P nodes in this model, 
namely susceptibly infected state and infected state. Quarantined 

state and immune state are not considered. The reason is if a 
malicious file which contained passive worm is executed, security 
software on infected node will be forced to close by passive worm.  
Systems of infected nodes will been breached, so it is difficult to 
make P2P nodes permanently immune to passive worms by 
plugging the holes.  Given some user nodes with strong security 
awareness will find and eliminate worm files on the infected 
nodes for regular inspections, which makes these infected nodes 
fall back into susceptible infected state and the probability of 
repeated infection of these repaired nodes greatly reduced, we 
assume each node in infected state transit to susceptible infected 
state with a probability of β  in each infectious cycle. 

3) In each infectious cycle, some P2P nodes in susceptible 
infected state will be selected randomly according to the variable 
of download percentage DownRate ( DownRate  subjects to 
Gauss distribution), and some of file link requests will be sent to 
other nodes by these selected nodes, then each of these node will 
choose a resource node with the highest transaction trust value 
from the feedback resource providers to download a shared file, 
and they each will calculate the execution rate of the shared file 
according to the ideas of section 4. If the value of an execution 
rate exceeds a safe threshold Thr  specified by the downloading 
node ( Thr  is a function associated with the security awareness of 
user node Saf  and the importance of data kept in user node 
Im p ), this shared file will be executed, or it will be deleted by 
the downloading node. If parts of P2P nodes in susceptibly 
infected state have executed shared files containing passive worm 
copy, they will be infected, and their state will transform to 
infected state, and they will become a resource provider of 
infected files in next infectious cycle. The dissatisfaction and the 
security awareness of these infected nodes will increase 
correspondingly. 

4) The propagation time of shared files is ignored. 

5) All P2P nodes are homogeneous. Namely, if any node in 
susceptible infected state executes a shared file contained worm 
copy, it will be infected by passive worm.  

6) The remove rate of normal files is ignored. 

Table 2 lists all variables in simulation experiment. 
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Figure 2. Average download percentage of 

user nodes affects passive worm defense 



Table 2. Variables and their initial values in simulation 
experiment 

Variable Description Initial values 
n  The number of P2P node 10000n =  

( )S t  
The number of nodes in 

susceptible infected state at 
infectious cycle t 

(0) 9990S =  

( )I t  
The number of nodes in 

infected state at infectious 
cycle t 

(0) 10I =  

Val  The informational value 
of download file 

2~ (5, 2 )Val N  

Cam  
The camouflage degree of 
infected file contained 

passive worm 
0.6Cam =  

( )Har t  
The severity of worm file  

at time t infectious cycle 
 

(0) 5Har =  

ijSat  node i  satisfaction with 
node j  

Depending on 
the transaction 

state 

ijUnSat  node i  dissatisfaction 
with node j  

Depending on 
the transaction 

state 

DownRate  

The average download 
percentage of P2P nodes that 

are in susceptible infected 
state in each infectious cycle 

2~ (0.3, 0.1 )
DownRate

N
 

( )iSaf t  
The security awareness of 

user node i  at infectious 
cycle t, 

2

(0)
~ (0.5,0.3 )

iSaf
N

 

Im ip  The importance of data 
that is kept on user node i  2

Im
~ (0.5,0.3 )

ip
N

 

( )ip t  

The execution rate of the 
shared file calculated by  
user node i  at infectious 

cycle t 

See Formula 1 

( )iThr t  

If ( ) ( )i ip t Thr t> , the 
shared file will be executed 
by downloading node, or it 
will be delete at infectious 

cycle t 

( )
( ) Im

i

i i

Thr t
Saf t p

=
×

 

α  The confidence value of 
node 

2~ (0.6, 0.2 )Nα
 

β  

The fix rate of P2P nodes 
that are in infected state, and 

these nodes will fall back 
into susceptible infected 

state after fixed. 

0.02β =  

δ  
The offline rate of P2P 

nodes that are in infected 
state 

0.01δ =  

γ  
The online rate of P2P 

nodes that are in infected 
state 

0.001γ =  

( )NorFile t  The number of normal 
files at infectious cycle t 

(0)
49950

NorFile
=

 

( )WorFile t  
The number of infected files 
that contain passive worm at 

infectious cycle t 

(0)
100

WorFile
=

 

( )Deg i  The connection degree of 
user node i  

Depending on 
network 
topology 

Reij  

The local trust value that 
is used to describe how 

much node i  believes in 
node j  

Depending on 
the transaction 

state 

ijTr  
The global trust value 

that describes how much 
node i  believe in node j  

Depending on 
the transaction 

state 

ijDe  

The transaction trust 
value  that describes how 

much trade node i  believe in 
trade node j  

Depending on 
the transaction 

state 

 
The platform of the experiment is developed by matlab. The P2P 
networks follow the power-law distribution and have scale-free 
properties. A number of infected shared files are distributed 
randomly across individual node in each trial. Besides, the final 
result of the measurement is the average of 10 groups' testing 
values from the repeated experiment, and the graphics drawn 
based on the result are used to analyze the key factors of passive 
worm defense. 
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Figure 2 shows the influence of average download percentage of 
user nodes on the defense of passive worm in each infectious 
cycle. It demonstrates the higher the downloading node 
proportion in susceptible infected state is, the larger the 
probability of downloading files contained passive worm copy is. 
However, it can be easily perceived that after a short period of 

Figure 3. The security awareness of user 
nodes affects passive worm defense 



rapid increase (the first 70 infectious cycles), the tendency for 
growth rates of passive worm will be slowed at middle-late stage 
through careful observations of experimental results. The reason 
is that the resource requester assesses the credibility of resource 
provider and decides on a preferred option before it downloads 
shared file in this model. The certainty factor value of infected 
nodes will be rapidly lowered because they provide susceptible 
infected nodes with shared files that contain worm copy, so the 
probability that an infected node is selected as one of resource 
provider will be reduced, which can effective defense against 
passive worm. Besides, the security awareness of user nodes that 
have executed infected file can improve with the rise of the 
transaction dissatisfaction. If these infected nodes with higher 
security awareness have deleted worm files with the help of 
security software, they will fall back to susceptible infected state, 
and be less likely to be infected by passive worm. This proves the 
effectiveness of the defense model. 

Figure 3 shows the influence of the security awareness of user 
nodes on the defense of passive worm. The figure illustrates that 
the more security knowledge a user node knows, the stronger the 
security awareness of this user node is, the lower the probability 
of this node being infected by passive worm is, and the slower the 
growing speed of infected nodes is. The reason is that when a user 
node has downloaded a shared file from P2P networks, it will use 
its security expertise, verify the validity of the shared file in the 
aspects of filename, file length, hyperlink address and MD5 digest. 
Meanwhile, if the node treats the download shared file as a 
suspicious file, it will delete this shared file, which will 
significantly inhibit the spread of passive worm. As the Figure 3 
shows, when the security awareness of user population is 
relatively good, the worm's progress will markedly turn slow, and 
the proportion of P2P nodes that can be infected by passive worm 
become obviously less. So it is of realistic significance to 
strengthen the popularization of security knowledge of Internet 
users to fight against passive worm. 
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Figure 4 shows the influence of the importance of data kept in 
user node on the defense of passive worm. The influence of the 
parameter Im p  on the defense effect of passive worm is 
investigated in this test by changing normal distribution functions 
which the parameter Im p  subjects to. It indicates that the higher 

the importance of data kept in a user node is, the more cautious 
the user node is when it prepares to execute download file, and 
the less likely the user node is infected by passive worm. 
Conversely, when much of information stored on a user node is 
hardly essential, the review of the download file will be lax, which 
will accelerate the propagation speed of passive worm, and this is 
the reason why the propagation speed of passive worm on the 
public internet is far higher than the company intranet. 
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Figure 5 shows the influence of the camouflage degree of worm 
file on the defense of passive worm. The camouflage degree of 
worm file determines the survival and propagation of passive 
worm to some extent，because there are always many resource 
providers in P2P networks. If a passive worm doesn't disguise 
itself as a hot-file by using social engineering techniques, its 
propagation probability and survival probability will be very low. 
For example, Storm worms mentioned in the document [12] trick 
Internet users into downloading and executing them for 
propagation by hiding themselves within real-time news links. It 
can be seen from the figure that the camouflage degree of worm 
file has no significant effect on the defense of passive worm in 
rare cases It even happens that the propagation speed of a well 
camouflaged passive worm is actually lower. The reason is that 
the defense model uses the node evaluation system based on trust 

Figure 4. The importance of data that is kept on 
user node affects passive worm defense 

Figure 5. The camouflage degree of worm file 
affects passive worm defense 

Figure 6. The severity of worm file affects 
passive worm defense 



relationship, and the trust value of a well camouflaged worm node 
will be rapidly decreased for the evaluation of its trade nodes. 
Thus the possibility that the worm node will be selected as a 
resource provider by other resource request nodes will be reduced 
greatly, this again proves the effectiveness of the defense model. 

Figure 6 shows the influence of the severity of worm file on the 
defense of passive worm. The severity of worm file increases with 
the increasing of worms’ propagation time, and the growth of 
worm in scope and scale. This model merely considers the direct 
damage caused by passive worm to Internet user themselves, but 
omits the collateral damage to other Internet users. The 
experiment shows that the higher the severity of worm file is, the 
slower passive worm propagate, the lower the node proportion  
infected by passive worm is. The reason is that with the severity 
of worm file turning higher, the user node takes larger losses if it 
executes an infected shared file that contains worm copy, which 
will make user node far more cautious about executing suspicious 
downloaded files, and slow down passive worms’ growth. 
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Figure 7 shows the influence of the confidence value of node on 
the defense of passive worm. The results show that the higher the 
confidence value of P2P node is, the better the defense effect of 
passive worm is. The reason is that trade nodes are biased in favor 
of relying on their own experience instead of their typical bias of 
relying on their friends' recommendation with the increase of the 

confidence value of node when they calculate the transaction trust 
value. If there are a large number of malicious nodes connected  
together to increase their credibility in P2P networks, this tactic 
can significantly improve nodes' ability to resist passive worm 
attack. 
Figure 8 shows the influence of the fix rate of infected nodes on 
the defense of passive worm. It can be seen from the figure that 
the higher the fix rate of infected nodes is, the lower proportion of 
P2P nodes that have been infected by passive worm is and the 
better the defense effect of passive worm is. The infection ratio of 
passive worm will not exceed 40% when the fix rate of infected 
nodes is achieved 5%, and the infection ratio of passive worm will 
not exceed 5% when the fix rate of infected nodes is further raised 
to 10%. The results show that passive worm can be effective 
defended by speeding up the frequency of regular reviews of user 
nodes, increasing the probability of finding passive worm and 
cleaning up worm files on user nodes as many as possible. 

In conclusion, in order to fight against passive worm attack 
effectively, we should reduce the downloading node proportion, 
strengthen the popularization of security knowledge of Internet 
users, heighten the importance of data kept in user nodes, raise the 
confidence value of P2P node and increase the fix rate of infected 
nodes. 

6. CONCLUSION AND FUTURE WORK 
In the paper, we analyze the deficiency of the current propagation 
model of passive worm based on mean-filed theory, and develop a 
defense model based on game theory to overcome the deficiency 
mentioned above. First, we build a node evaluation system based 
on trust relationship, by which the resource providers in P2P 
networks are determined; second we discuses the game strategy 
between user nodes and passive worm in this defense model, by 
which whether the download file will be executed is determined; 
third, we provide extensive numerical study and simulation 
experiments to the impacts of some relevant model parameters on 
the propagation speed of passive worm in P2P networks. 

Future work will involve how to improve the detection rate of 
passive worm according to worm’s propagation behavior, how to 
set safe threshold Thr  to a more accurate value, how to optimize 
defense model of passive worm according to the Internet user 
behavior and P2P networks size at different times of the day, and 
how to validate the proposed methods and model by real 
experiments. 
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ABSTRACT
IEEE 802.15.4 standard is designed to achieve low-power
transmissions in low-rate and short-distance wireless per-
sonal area networks (WPANs). For power consumption con-
sideration, IEEE 802.15.4 uses the modified CSMA/CA pro-
tocol and does not have the hidden node protection mecha-
nism, such as RTS/CTS mechanism. Previous studies indi-
cated that the probability of any two nodes in an infrastruc-
ture network unheard of each other is around 41%. There-
fore, the hidden node problem (HNP) results in inefficient
data transmission and serious power consumption issues in
WPAN. In this paper, we propose an efficient scheme to
avoid the HNP. The idea is to perform hidden node rela-
tionship collection for all nodes and then allocate the hidden
nodes into different groups with mutually non-overlapping
schedules to transmit their frames. The proposed scheme
partitions the time of a superframe into several subperiods,
and the length of subperiod depends on the number of hid-
den nodes in a group. Simulation results demonstrate that
the proposed scheme not only avoids the HNP but also out-

performs the performance of IEEE 802.15.4 standard.1

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: Wireless Com-
munication

General Terms
Algorithms, Performance, Reliability

1Copyright is held by the authors. This work is
based on an earlier work: RACS’13 Proceedings of
the 2013 ACM Research in Adaptive and Convergent
Systems, Copyright 2013 ACM 978-1-4503-2348-2/13/10.
http://doi.acm.org/10.1145/2513228.2513247

Keywords
IEEE 802.15.4, wireless personal area networks, hidden node
problem, grouping strategy

1. INTRODUCTION
Wireless sensor networking (WSN) is one of the most excit-
ing technologies today. The typical WSN is comprised of a
number of low-cost and low-power consumption nodes and a
central sink node which collects data from the nodes. WSNs
are widely applied in ecological detection, health monitor-
ing, home automation, and so on. Among the well-known
specifications, IEEE 802.15.4 originally designed for low-rate
wireless personal area networks (WPANs), has become one
of the promising candidates for interconnecting wireless sen-
sor nodes.

In wireless networks, a node does not guarantee to hear the
signals from other nodes. If signals transmitted from node A
to node C cannot be sensed by node B, node B thinks that
the channel is clear. As a result, node B might transmit
data to node C at the same time. The overlapped signals
cause the failure of node C to recognize either of the sig-
nals sent by node A and B. This is called the hidden node
problem (HNP) [12]. In an infrastructure wireless network,
under the assumption that the nodes have the same trans-
mission radius and are geographically randomly distributed,
the study [15] shows that the probability of any two nodes
having a hidden node relationship can be as large 41%.

In IEEE 802.11, the well-known scheme RTS/CTS (request
to send/ clear to send) is adopted to prevent the HNP.
Nevertheless, IEEE 802.15.4 standard does not adopt this
scheme to avoid the HNP due to the following two reasons.
First, IEEE 802.15.4 is blind backoff, in which nodes lis-
ten to the channel only when they want to transmit frames.
Second, IEEE 802.15.4 is designed for short frame communi-



cation. Sending RTS/CTS control frame before data trans-
mission will be a huge burden, as the RTS/CTS frame size
nearly amounts to the typical data frame size in WPANs.
According to the above consideration, the RTS/CTS scheme
is not employed to solve the HNP in IEEE 802.15.4 WPANs.

A widely studied solution to the HNP is the out-of-band
busy tone approach [12][6]. This method needs two chan-
nels: a control channel and a data channel. Receiving node
sends out a busy tone on a control channel while receiving
data frame in a data channel. Other nodes which hear the
busy tone will not transmit their data. This scheme effec-
tively solves the HNP, but it requires an extra channel and
an additional transceiver for each node. It also induces extra
power consumption, so it is not suitable for the considered
IEEE 802.15.4. Several papers considered the power control
scheme to overcome the HNP [8][17]. The main idea is to re-
duce transmission power of sensor nodes to adjust the ranges
of carrier sense and interference. As a result, there is less
chance for the HNP to happen. However, in IEEE 802.15.4,
since the transmission power is already low, decreasing the
transmission power may make it difficult to maintain the
original reliable communication. Therefore, this approach is
not appropriate for resolving the HNP in IEEE 802.15.4.

Although ZigZag decoding can combat against the HDP for
IEEE 802.11 [3], it does not prevent the occurrence of colli-
sion; it is merely a remedy of collision. Its decoding process
requires data retransmissions to collide again to recover the
collided data. This work is only suitable in 802.11 since the
HNP issue is not severe due to the use of RTS/CTS scheme.
However, in IEEE 802.15.4, the HDP is much more severe.
The prevention of collision is actually more desirable than
collision remedy in 802.15.4. This is because the frequently
retransmitting frames would quickly deplete the battery of
sensor nodes. In addition, ZigZag decoding requires sig-
nificant amount of buffer on the coordinator node to save
the collided signals, and it also needs a lot more processing
power on the coordinator node to perform the ZigZag de-
coding process. The increased hardware complexity and the
power consumption are not desired for low power applica-
tions such as outdoor sensor networks.

The HNP for IEEE 802.15.4 can also be addressed by adopt-
ing node grouping strategy. In the literatures [7][10], all
nodes are divided into mutually non-overlapping time peri-
ods (i.e., groups) according to their hidden-node relation-
ships. Each node can sense other nodes in the same group.
Contrarily, all nodes can not sense each other in the dif-
ferent groups. The nodes of different groups are scheduled
in different time intervals to transmit their frame to pre-
vent the HNP. When a new node joins in a WPAN, coor-
dinator collects hidden node relationships and regroups all
nodes according to the collected hidden node information.
Hence, the coordinator repeatedly spends extra power con-
sumption to collect hidden node information. H-NAME [9]
and Fast Recovery [16] also use group scheme to disperse
the hidden nodes in different groups. However, in a practi-

cal WSN, the number of nodes may be very large and then
the computational cost for collecting hidden node informa-
tion will be high, which raises the practical consideration for
such scheme. In papers [11][14], the coordinator detects a
specific field, source address, from the corrupted frame and
allocates dedicated time interval to the corresponding nodes
to decrease the probability of the HNP. However, source ad-
dress field cannot be easily confirmed from the corrupted
frame due to the severe frame damage resulted from the sig-
nal collision of the physical layer.

In this paper, we propose a node joining and grouping scheme
(NJ-GS) to avoid the HNP. There are four features of the
proposed NJ-GS: 1) it doesn’t require the hidden node de-
tection since it uses a proactive approach to solve the HNP
rather than reactive one. 2) it reduces the time complex-

ity from O(N2) to (∼O(N)) for the collection algorithm of
hidden node relationships and then decreases power con-
sumption. In the NJ-GS scheme, only the new coming node
and its neighbors will collect hidden node relationships each
other. Other nodes do not compute hidden node relation-
ships in the network. In comparison with the exiting solu-

tions requiring O(N2) complexity, the NJ-GS scheme sig-
nificantly reduce the cost of forming groups, 3) the access
period of each group considers the number of nodes in a
group in order to satisfy the fairness criteria. 4) for node
joining event or leaving event, NJ-GS will not regroup the
nodes of existent groups.

The rest of this paper is organized as follows. An overview
of IEEE 802.15.4 is given in Section 2. Our node joining and
grouping scheme is presented in Section 3. The results of ex-
tensive numerical experiments are demonstrated in Section
4. Finally, the conclusions are given in Section 5.

2. IEEE 802.15.4 OVERVIEW
IEEE 802.15.4 MAC supports two network topologies, the
star topology and the peer-to-peer topology. In the star
topology, the communication is established between nodes
and a single central controller (i.e., coordinator). The co-
ordinator is a special node which is responsible for organiz-
ing and managing the WPAN. In the peer-to-peer topology,
a node could directly communicate with any other nodes
within its transmission range. IEEE 802.15.4 MAC specifies
two ways of medium access: the beacon-enabled mode and
the non-beacon-enabled mode. The beacon-enabled mode
follows a superframe structure, and a beacon frame is trans-
mitted by the coordinator at the beginning of each super-
frame. The beacon frame contains information about timing
synchronization, system configuration, and so on. On the
contrary, in the non-beacon-enable mode, nodes are allowed
to send data packets whenever necessary.

The beacon-enabled mode under a star topology is widely
implemented in commercial products such as ChipCon [1].
Thus we consider a beacon enabled network with a star
topology in this paper. A superframe consists of an active
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Figure 1. The flow chart of the hidden node relationship collection procedure.

period and an inactive period. There are two system param-
eters, beacon order (BO) and superframe order (SO). The
value of BO controls the length of the beacon interval and
the value of SO controls the length of the active period. The
value of BO must be larger than or equal to the value of SO
(BO ≥ SO). The inactive period starts from the end of the
active period until next beacon frame.

The entire active period of a superframe is comprised of a
contention access period (CAP) and a contention free pe-
riod (CFP). A node uses the modified carries sense mul-
tiple access with collision avoidance (CSMA/CA) protocol
to transmit data in CAP. For saving power consumption,
nodes would turn off the transceiver when they do not trans-
mit/receive data frame. The CFP is composed of several
guaranteed time slots (GTSs). The coordinator can allo-
cate the GTSs to the nodes for data transmissions per the
requests.In other words, the CFP slots are reserved by the
coordinator for specific nodes with real-time applications.
For real-time applications, at most seven nodes are able to
request the coordinator to allocate GTS [5].

3. GROUPING SCHEME
Here we propose a node joining and grouping scheme (NJ-
GS) to solve the HNP in IEEE 802.15.4. The NJ-GS opera-
tions consist of four phases: hidden node relationship collec-
tion phase, nodes grouping phase, access period allocation
phase, and grouping result and notification phase. Detailed
description of NJ-GS is given as follows.

3.1 Hidden Node Relationship Collection
The concept of the proposed scheme amends the standard [5]
to allow the new coming nodes which can broadcast a spe-
cial beacon frame temporarily. In IEEE 802.15.4, all nodes
periodically wake up to receive beacon frame for synchro-

nization. When a new coming node desires to collect hidden
node relationships with other nodes, it broadcasts a specific
beacon frame to trigger neighbor nodes to send response
message. By using the beacon frame, a new coming node
can smartly collect hidden node relationships without more
power consumption.

There are three kinds of beacons in NJ-GS, Beacon-I (B-I),
Beacon-II (B-II), and Beacon-III (B-III). Beacon-I is a nor-
mal beacon frame in IEEE 802.15.4 standard. Beacon-II is
used for the coordinator to announce that the new coming
node plays the role of beacon broadcaster. Beacon-III is sent
from the new coming node and used to collect hidden node
relationships of the new coming node. Here we assume that
hidden node is bi-directional [10]: node A is hidden node
for node B, and vice versa. There are three steps to collect
hidden node relationship: Join Group Request, Beacon No-
tification, and Neighbor Notification, as illustrates in Fig. 1.

S1: Join Group Request: A new coming node, we call Ni,
first sends Join-Group-Request message to the coor-
dinator. When the coordinator receives the request
successfully, it sends back an acknowledgement (ACK)
frame. Next, the coordinator will broadcast B-II in
next superframe. Then, Ni will become a broadcaster
to broadcast B-III in the superframe of two intervals
after it joins in WPAN. Here, the coordinator checks
the GTS schedule whether there are any nodes to use
GTSs in the following two superframes. If some nodes
want to send real-time frames by using GTSs, the coor-
dinator will temporarily suspend the GTS requests of
nodes until Ni completes the joining group procedures
and broadcasts B-III.

S2: Beacon Notification: The coordinator sends B-II to all
nodes after successfully receiving Join-Group-Request
message. B-II is similar to normal beacon and car-



ries two important fields (group specification field and
group list field), and we will describe in subsection 3.4.
Then the coordinator sends B-II Data information to
Ni. B-II Data information is a management message
and carries the necessary system information. If Ni re-
ceives B-II Data information successfully, it sends an
ACK frame back to the coordinator and broadcasts
B-III in next superframe. Contrarily, if the coordina-
tor does not receive the ACK frame, it retransmits the
B-II Data information.

S3: Neighbor Notification: Ni sends B-III and triggers the
AssignmentGroupTimer, which is used to wait for the
coordinator collecting responses (B-III ACK) from other
nodes. B-III likes normal beacon, but the broadcaster
becomes Ni. If a node locates on Ni’s transmission
range, it is able to receive B-III and sends B-III ACK
to the coordinator by using the modified CSMA/CA
scheme. Consequently, the coordinator knows that
which nodes are the neighbors of Ni. In addition, when
the coordinator successfully receives B-III, it triggers
the NeighborNotificationTimer which is used to wait
for Ni’s neighbors sending B-III ACK. After receiving
B-III ACK, the coordinator constructs Ni’s relation-
ship graph and updates hidden node graph in the net-
work.

Algorithm 1 Grouping Algorithm

1: Input: Given a hidden node graph G of the new coming
nodes = (V,E), and the number of the existed group (K);

2: Output: The group sets S for the new coming nodes;
group sets S={S1, S2, · · ·Sg}, g ≤ K;

3: while |V | > 0 do

4: pick a node (N) having the maximal number of hidden
nodes from V;

5: if there is no existed group then

6: K = 1;
7: construct group set Sk = {N};
8: V = V − {N};
9: return SK ;
10: else

11: while |S| > 0 do

12: pick a group S’ having the minimal number of
nodes from S;

13: if node N has no edge to the nodes of S’ then
14: S′ = S′ + {N};
15: V = V − {N};
16: return S’;
17: else

18: S = S − S′;
19: end if

20: end while

21: K++;
22: V = V − {N};
23: construct group set SK = {N};
24: return SK ;
25: end if

26: end while

As an illustrative example, in Fig. 2, we represent NJ-GS
to collect hidden node relationships. The WPAN contains
one coordinator, four nodes (N1, N2, N3, and N4) and a
new coming node N5 in Fig. 2(a). In this example, a two-
way link between two nodes means that they can sense each
other. There are the HNPs in the topology before N5 join-
ing. N1 cannot sense to N2, N3 and N4. In addition, N2

cannot sense to N1 and N4.

In this case, N5 wants to join in the WPAN and first sends
Join-Group-Request frame to coordinator. If coordinator re-
ceives Join-Group-Request frame successfully, it sends back
an ACK frame to N5. Now N5 joins in the WPAN success-
fully, as shown in Fig. 2(b). At the beginning of next su-
perframe, coordinator sends B-II to inform all nodes about
the joining event of N5 as shown in Fig. 2(c). By using
this event, coordinator announces that N5 will broadcast
B-III in following superframe. Then coordinator sends B-
II data information frame to N5; if N5 successfully receives
B-II data information frame, it sends back an ACK frame
to coordinator, as shown in Fig. 2(d). In next superframe,
N5 is going to be the beacon broadcaster and broadcasts
B-III to all nodes, as shown in Fig. 2(e).

Recall that B-III is sent in specific time by using broadcast
scheme, and all nodes wake up to receive B-III. In this case,
N3 and N4 are located on N ′

5s transmission range. Hence,
they will receive B-III from N5 and then send B-III ACK to
coordinator. If coordinator successfully receives B-III ACK,
it updates the relationship table of the hidden node which
is used to derive the hidden node graph of N5. Finally, N5

can communicate with N3 and N4. N1 and N2 are hidden
nodes for N5, as shown in Fig. 2(f).

3.2 Node Grouping
According to the previous section 3.1, we know that hidden
node graph may be changed when a new coming node joins
in WPAN. Once new hidden node graph is constructed, the
coordinator performs node grouping strategy for the new
coming node. Hence, nodes which have hidden node rela-
tionships do not be assigned to the same group. In other
words, if the new coming node wants to join the one of the
groups, it has to be visible with all nodes in that group. It
can easily avoid the HNP in each group by using a simple
node grouping strategy.

The active period is divided into a number of subperiods,
and one subperiod treats as one group. However, if many
groups are assigned to a superframe, each group only uses a
little bandwidth resource. Therefore, in order to approach
the good bandwidth utilization, we need to 1) use the min-
imal groups to cover the whole network and 2) balance the
number of nodes among groups. In other words, the new
coming node is assigned to a group, and the number of
groups is minimum. This problem seems like the problem -
Partial Colored Interval Graph Coloring Problem (PCIGCP),
and we prove that PCIGCP is a NP-hard problem in Ap-
pendix.
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Figure 2. An example of hidden node relationship collection.

Algorithm 1 presents a simple heuristic algorithm which
finds out the proper number of groups and balances the num-
ber of nodes of the groups. Let G denote hidden node graph
for the new coming nodes and V be the set of the new coming
nodes in WPAN. Let K be the number of the existed groups.
The proposed algorithm first picks a node (N) which has the
maximal number of hidden node relationships. Then, NJ-
GS checks that there is any existed group in WPAN. If there
is no existed group, N is the first joining node in WPAN and
will be assigned to a new group. Otherwise, if there are ex-
isted groups, the coordinator will check all the groups to find
out the group which has the minimal number of nodes, and
N can be assigned into this group without causing the HNP.
The executing complexity is O(N)×O(K logK). At the end
of the group assignment processes, the coordinator sends a
Group-Accept-Information message, in Fig. 1 (PART A), to
inform the new coming node about the group joining result.

3.3 Access Period Allocation
In our NJ-GS, we modify the architecture of a superframe
and divide the active period of a superframe into three parts:
CAP, group access period (GAP), and CFP, shown as the
Fig. 3. In IEEE 802.15.4, it is defined that a superframe has
to reserve at least 22 UnitBackoffPeriods (UBPs) for the
CAP [5], and this minimal period is used for a new coming
node to send joining management frame. The GAP is di-

vided into a number of subperiods, and one subperiod treats
as one group. In each subperiod, each node uses modified
CSMA/CA protocol to transmit data. However, if one node
desires to access channel but the corresponding subperiod
expires, it has to suspend transmission until the subperiod
of next superframe. Although nodes cannot guarantee to
transmit frames in every GAP successfully, our scheme in-
creases the probability of successful frame transmission due
to the decreased number of contending nodes.

NJ-GS balances the probability of frame transmission for all
nodes. The summation of group access periods is expressed
as L = TG1 + . . .+ TGK . L is the length of the GAP. In ad-
dition, we let each node of every group have the same prob-
ability of frame transmission. The equation is expressed as

TG1

Ib1(N1)×N1

= TG2

Ib2(N2)×N2

= ··· TGK

IbK (NK)×NK
. TGk is the total

access time slots for the node(s) of group K. IbK(NK) is the
average backoff period of the node(s) in group K [13]. NK is
the number of node(s) in group K. From above descriptions,
the access period of TGi can be derived as

TGi(Ni) =
Ibi(Ni)×Ni

∑k

i=0 Ibi(Ni)×Ni

× L (1)

3.4 Group Result and Notification
Once the access period of each group is derived, the coordi-
nator will broadcast the allocated results of the GAP to in-



���
������ 	
� �
� 	����� � � � � � � � � ������ � ����� � ����� � �������� ������� �� �� �� �� ��

������
Figure 3. An example of the modified superframe.

form all nodes by using beacon frame. The beacon frame in-
cludes an additional grouping information field (GIF) which
carries about the allocated results of the GAP. The GIF field
follows the GTS information field, and it is composed of two
parts: group specification field and group list field [5]. The
group specification field has 8-bit and includes group descrip-
tor count subfield and reserve subfield. The 4-bit group de-
scriptor count subfield specifies the number of 2-octet group
descriptors contained in the group list field of the beacon
frame. If the value of this subfield is nonzero, the size of the
CAP should be allowed to be the minimal period 22 UBPs.
If the value of this subfield is zero, the group list field of
the beacon frame is not existence. The group list field is
composed of four parts: group ID subfield, GAP start slot
subfield, GAP end slot subfield, and GAP length subfield.
The 4-bit group ID subfield indicates the designated group.
The 4-bit GAP start slot and the 4-bit GAP end slot sub-
fields indicate the start slot and the end slot of the GAP
in the superframe. The 4-bit GAP length subfield indicates
the duration slot of each group.

4. NUMERICAL EXPERIMENTS
In this section, we evaluate the performance of the proposed
NJ-GS scheme.

4.1 Performance Evaluation
In this subsection, we compare the overheads of several meth-
ods for the hidden node information collection. LetN denote
the number of nodes and M denote the number of neighbors
of the new coming nodes in the WPAN.

Group Strategy (GS) [7] uses polling scheme to collect the
hidden node information. The coordinator polls every node
in the WPAN and then waits the polling response from the
polled nodes. As all nodes are polled, every node collects the
hidden node information which will be sent to the coordina-
tor. From the polling response, the coordinator determines
whether the polled nodes are hidden node or not. As a new
node joining, GS needs to re-execute the collecting processes
of the hidden node information. At the monent, all nodes
have stayed on active mode in order to complete the collect-
ing processes at this time. If a node does not stay on the
active mode, the node misses the query of the hidden node
information and then may cause the HNP. GS needs 4×N

packets to collect the hidden node information and the time

complexity is O(N2).

H-NAME [9] collects the hidden node relationship table only
when a new coming node joins in the network. The new
coming node broadcasts a group request to the coordina-
tor with a special address. The neighbor nodes of the new
coming node will hear the group request and also use broad-
cast scheme to send a notification to the coordinator with
a special address. Hence, the new coming node overhears
these notifications and creates a hidden node relationship
table. After, the new coming node sends its hidden node
relationship table to the coordinator. During the collecting
processes of the hidden node information, if nodes can not
stay on the active mode, these nodes may miss such infor-
mation. Hence, the hidden node information collection of
H-NAME is unreliable. H-NAME needs (2M+4)×N pack-
ets to collect the hidden node information, and the time
complexity is O(N).

Fast Recovery [16] collects the hidden node relationship ta-
ble only when a new coming node sends a association request
to the coordinator. If a node overhears the association re-
quest of the new coming node, the node is not the hidden
node for the new coming node. When the node collects the
hidden node information, it sends the hidden node indica-
tion to the coordinator. In the sensor network, sensor nodes
possibly stay on the sleep mode for power saving. Hence, if
the nodes operates in the sleep mode, they may not overhear
the relative information and send the hidden node indication
to the coordinator. Thus, the hidden node relationship ta-
ble is not reliable. Fast Recovery costs (N − M − 1) × N

packets to collect the hidden node information, and the time
complexity is O(N).

NJ-GS collects the hidden node relationship table only when
a new coming node joins in the network. NJ-GS modifies
IEEE 802.15.4 standard to assign a new coming node to be
the beacon broadcaster. Hence, the new coming node en-
sures its neighbor nodes that can hear the notification of
the hidden node collection from receiving the beacon frame.
As a result, the hidden node information collection of NJ-
GS is more reliable than the other schemes. NJ-GS detail
explains in setion 3. NJ-GS only needs (4+M)×N packets
to collect the hidden node information, and the time com-
plexity is O(N). Table 1 shows the comparisons of the these
methods.

4.2 Simulation Results
In our simulation model, it contains a coordinator and N

nodes. Nodes are randomly distributed around the coordi-
nator and any two nodes have 41% probability unheard each
other [15]. For simplicity, the wireless channel is assumed
to be noiseless and error-free. The channel bandwidth is
B bytes/s, the frame arrival rate of each node follows the
Poisson distribution with a mean of λ (frames/s) and the
frame length is FL bytes. Here, we set the BO and the
SO based on the normal applications in the sensor network
where FL = 20 bytes and B = 250 Kbits/s [5]. The value of
BO is equal to three (about eight superframes per second)
and BO=SO (i.e., without inactive period). In NJ-GS, the



Table 1. Comparisons of hidden node information collection methods

Group Strategy Fast Recovery H-NAME NJ-GS

Number of transmission and reception packets 4 × N (N − M − 1) × N (2M + 4) × N (4 + M) × N

Re-execute or not while coming a new node Yes No No No

Executing complexity O(N2) O(N) O(N) O(N)

Reliability Good Bad Bad Good
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Figure 4. Effects of traffic load on system goodput.

CAP always occupies 22 UBPs as explained in Section 3.3,
and we assume that there is no CFP in a superframe.

We compare the different performance metrics for NJ-GS
and IEEE 802.15.4 standard with 25 and 75 nodes. Fig. 4
shows the effect of the traffic load on goodput. We observe
that the goodput of NJ-GS outperforms IEEE 802.15.4 stan-
dard. With 75 nodes, the situation of the HNP is more seri-
ous so the system goodput is degradation sharply for IEEE
802.15.4. For NJ-GS, the hidden nodes are properly sepa-
rated into suitable groups so the probability of the HNP is
decreased. Hence, NJ-GS substantially decreases collision
overheads and increases goodput.

In WSNs, power consumption is a major issue. In order
to investigate the power saving capability, we adopt the
power consumption parameters of the CC2530 chipset to
evaluate the power consumption. The power consumptions
in reception mode (Prx), transmission mode (Ptx) and idle
mode (Pidle) are 24mA, 29mA and 1uA, respectively. The
power consumption of each node is Pnode = Ptx × Ttx +
Prx × Trx + Pidle × Tidle. Trx, Ttx, and Tidle are reception
time, transmission time, and idle time for a sensor node.
The average power consumption of each node is Paverage =
∑

N
0

Pnode

N
. Following the parameters, the power consump-

tion of all nodes in WPAN is displayed in Fig. 5. We ob-
serve NJ-GS has less power consumption, when the traffic
load is higher than 0.2 with 25 and 75 nodes. The reason is
that NJ-GS considers the number of nodes in each group. In
addition, NJ-GS not only balances the probability of frame
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transmission in each group but also reduces the listening
period. NJ-GS substantially reduces the overheads of trans-
mission frame. Hence, the increasing rate of NJ-GS power
consumption is less than IEEE 802.15.4 standard.

Figure 6 shows the MAC delay of NJ-GS and IEEE 802.15.4
standard. This figure intuitively shows that the MAC delay
under NJ-GS and IEEE 802.15.4 standard increases as traf-
fic load increases. We find the MAC delay of IEEE 802.15.4
is lower than that of NJ-GS with 25 nodes in light traf-
fic load. Although NJ-GS can significantly reduce the oc-
currence of the HNP, the MAC delay would be increased
in light traffic load since some nodes have to wait for the
corresponding subperiods and transmit their frames. How-
ever, in IEEE 802.15.4, more retransmission process for a
specific frame may be repeatedly activated due to severe
the HNP in heavy traffic load. Each retransmission incurs
additional contention overheads and degrades system per-
formance. In NJ-GS, a frame can be successfully delivered
with a low the HNP opportunity, which implicitly decreases
the contention/collision overheads for a frame transmission.
For 75 nodes, a frame incurs more severe the HNP in IEEE
802.15.4. NJ-GS are properly separated the hidden nodes
into suitable groups so that the MAC delay of NJ-GS is
lower than that of IEEE 802.15.4.

5. CONCLUSIONS
An efficient grouping scheme, NJ-GS, has been proposed
in this paper to solve the HNP in IEEE 802.15.4 WSNs.
This scheme uses a heuristic grouping algorithm to form
groups and also adopts a smart bandwidth allocation scheme
to achieve transmission fairness. Simulation results demon-
strated that the proposed scheme can provide a higher sys-

tem goodput, as well as reducing the power consumption.
Therefore, NJ-GS is a simple and efficient approach for en-
hancing IEEE 802.15.4 protocol in wireless sensor networks.
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APPENDIX
First, we introduce a crucial NP-complete problem: circular-
arc coloring problem (CACP) as follows: An undirected
graph G = (V, E) is called a circular-arc graph if the vertices
in vertex set V can be put into one to one correspondence
with a set A of arcs on the circle. Hence, two vertices are
connected by an edge if and only if their corresponding arcs
have an intersection [4]. Let the set of arcs be called the arc
representation.

A coloring of a circular-arc graph G maps the vertex set V
onto a color set C(G) and adjacent vertices will map the
different colors from the vertex V [4]. That is, if ci and cj
indicate the colors mapped on the vertices i and j, then if
ci 6= cj , i and j are connected by an edge in G. Let w[C(G)]
be the total number of colors by using in C(G). The circular-
arc graph coloring problem (CGCP) is first introduced in [4]
and defined as follows. 1) Circular-arc Graph Coloring Prob-
lem: Given a circular-arc graph G = (V,E) and a positive
integer k, the goal is to determine whether there exists a
coloring C(G) such that w[C(G)] ≤ k.

The CGCP has been proved in paper [2] to be a NP-complete
problem. An undirected graph G = (V, E) is called an in-
terval graph if the vertices in vertex set V can be put into
one to one correspondence with a set of intervals of a lin-
ear ordered set (like the real line) such that two vertices are
connected by an edge if and only if their corresponding in-
terval have an intersection [4]. Let such the set of intervals
be called the interval representation of the interval graph.

The interval graph coloring problem (IGCP) is defined as
follows [4]. 2) Interval Graph Coloring Problem: Given an
interval graph G = (V, E) and a positive integer k, the goal
is to determine whether there exists a coloring C(G) such
that w[C(G)] ≤ k. It has been proved that the IGCP is

polynomial time for recognizing circular arc graphs and is
NP-complete [2].

A grouping scheme problem can be modeled as follows: Each
node xi in X can be represented by an interval Ixi, and each
new coming node yi in Y can be represented by an interval
Iyi. Therefore, the set X of the existing nodes and the set Y
of the new coming nodes are represented by two intervals set
Is and Ir. Given two intervals set Is and Ir, we can construct
an corresponding interval graph Gc(X,Y ) = (Vex

⋃
Vnc, E)

where vertex i in Vex and vertex j in Vnc stand for the in-
terval Ixi and Iyi, and two vertices in Vex and/or in Vnc are
connected by an edge in E if and only if the corresponding
two intervals are intersected. Since the vertices in Vex can
be mapped as already colored, we can call such a graph as
a partial colored interval graph.

3) Partial Colored Interval Graph Coloring Problem: Given
a partial colored interval graph Gc(X,Y ) = (Vex

⋃
Vnc, E)

and a positive integer k, the goal is to determine whether
there exists a coloring C(Gc) such that w[C(Gc)] ≤ k. We
use the following theorem to show the NP-hardness of the
strategy.

Theorem 1: Given a set X of the existing nodes, a set Y
of the new coming nodes, and a positive k, the problem of
determining whether there exists groups assignment A(X,Y)
such that w[A(X,Y )] ≤ k is NP-hardness.

Proof: We prove this theorem by showing that PCIGCP is
polynomial time and reduces to CGCP. For each illustration
of a circular-arc graph, we can construct a corresponding
partial colored interval graph, and the original circular-arc
graph is k-colorable if and only if the constructed partial
colored interval graph is k-colorable. The construction pro-
cedure is as following.

For a circular-arc graph G, we can find an arc representa-
tion ARG on a circular. For a circular, since we cut the
any points which can be transferred to a line segment, we
let L be a vertical line starting from the center of the circle.
The cutting the arcs intersects with L, and the arc represen-
tation can be transformed into an interval representation.
The interval graph corresponding interval representation is
G′. Each arc includes in the arc representation of G to be
cut, and we color this arc with the distinct color. The cor-
responding two intervals have the same color in the interval
representation of G′, and the graph G′ is a partial color in-
terval graph. Therefore, it is the complete construction.

As an example, Fig. 7(a) and Fig. 7(b) show a circular-arc
graph G and the corresponding arc representation respec-
tively. Fig. 7(c) and Fig. 7(d) show the corresponding par-
tial interval representation and the partial colored interval
graph G′. AR1(G) is the set of arcs in the arc representation

of G which intersects L. I1(G
′) is the set of corresponding

intervals in the interval representation G′.



The remaining arcs and intervals in the corresponding arc
representation and interval representation of G and G′ are
AR2(G) and I2(G

′). Then, we prove that G is k-colorable

if and only if G′ is also k-colorable. First, assume that G
is k-colorable. The colors used in AR1(G) and I1(G

′) are
the same, because we re-number the used colors. The arcs
in AR2(G) and the intervals in I2(G

′) are one-to-one corre-

spondence, and we can color each interval in I2(G
′) with the

color used by corresponding arc in AR2(G). Thus, if G is

k-colorable then G′ can be colored by using k colors.

Next, assume that G′ is k-colorable. Each arc in AR2(G)

maps the same color with the corresponding arc in I2(G
′).

Review that there are two corresponding intervals in I1(G),
for each arc in AR1(G). There are two intervals are colored
with the same color (in the construction procedure), and we
can color the corresponding arc in AR1(G) with the same

color. That is, if G′ is k-colorable then G can be colored by
using k colors. Since the construction can be completed in
polynomial time, we conclude that the coloring problem on
partial colored interval graph is NP-hard.
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ABSTRACT 

Scientific research on smartphone-based fall detection systems has 

recently been stimulated due to the growing elderly population and 

their risk of falls. Even though these systems are helpful for fall 

detection, the best way to reduce the number of falls and their 

consequences is to predict and prevent them from happening in the 

first place. To address the issue of fall prevention, in this paper, we 

propose a fall prediction system by integrating the sensor data of 

smartphones with a smartshoe. In our previous research, we 

designed and implemented a pair of sensing shoes (smartshoe) that 

contained four pressure sensors with a Wi-Fi communication 

module in each shoe to unobtrusively collect data in any 

environment. After assimilating the smartshoe and smartphone 

sensor data, we performed an extensive set of experiments in the 

lab environment to evaluate normal and abnormal walking patterns. 

In the smartphone, the system can generate an alert message to warn 

the user about the high-risk gait patterns and potentially save them 

from a forthcoming fall. We validated our approach using a decision 

tree with 10-fold cross validation and found 97.2% accuracy in gait 

abnormality detection.1 

Categories and Subject Descriptors 

H.4 [Information Systems Applications]: Miscellaneous 

General Terms 
Algorithms, Design, Experimentation, Human Factors.  

Keywords 
Fall Prediction, Prevention, Gait, Smartshoe, Smartphone, Motion 

Sensor. 

1. INTRODUCTION 

The problem of accidental falls among elderly people has massive 

social and economic impacts and dramatic health consequences.  

According to the United Nations Population Division statistics, by 

the end of 2009 the elderly population reached 737 million, 

accounting for 10.8% of the total population. In the year 2025 it is 

projected to account for 15% of the total population. For people 70-

75 years old, the estimated incidence of falls is over 30% per year 

[1]. Among elderly people that live at home, almost half of the falls 

take place near or inside the house. Nearly half of nursing home 

patients fall each year, with 40% falling more than once [2]. Most 

falls happen during the activities of daily living (ADL) that involve 

a small loss of balance such as standing or walking. Falls not only 

cause physical injuries, but also have dramatic psychological 

consequences that reduce the independence of elderly people 

because falls can lead to an avoidance of activity that results in a 

pattern of increased isolation and health deterioration. These 

incidents can also result in significant economic expense, including 

the cost of hospitalization and rehabilitation therapy. 

Acknowledging the need to lower the risk of falls medical teams are 

often implemented interventions without much empirical evidence. 

Clinicians may see a patient after a long period of time and rely on 

deficient memory and subjective descriptions of progress to 

formulate best clinical decisions.  

In our aging society, falls and their consequences cause tremendous 

problems as related to fractures, quality of life and cost of 

healthcare. Although fall detection systems cannot directly predict 

falls, detection can help reduce the risk of patients who would 

otherwise be left unsupervised for an extended period. Though there 

has been substantial research on automated fall detection, the area 

of fall prediction has been understudied. Fall prediction is very 

challenging since to prevent a fall, first we need to identify the 

patterns that can lead to a fall. Current research on automatic fall 

detection methods can be classified into three main categories in 

terms of the sensors they use: video-based methods [3], acoustic-

based methods [4] and wearable sensor-based methods [5]. Many 

systems also rely on significant installation and training times. This 

increases the obtrusiveness of the intervention and contributes to 

poor acceptance of the system. 

With the recent developments in mobile technology, the cost of the 

smartphones has decreased as their computational abilities have 

increased. Smartphone-based fall detection systems can function 

almost everywhere, since mobile phones are highly portable. 

Currently, most smartphones now have sensors to observe 

acceleration, location, orientation, ambient lighting, sound, 

imagery, etc. [6]. Ideally integrated sensors along with the pressure 

sensor shoes (smartshoe) can automatically detect falls. 

1 Copyright is held by the authors. This work is based on an earlier work: 

RACS'13 Proceedings of the 2013 ACM Research in Adaptive and 

Convergent Systems, Copyright 2013 ACM 978-1-4503-2348-2/13/10.  
http://doi.acm.org/10.1145/2513228.2513267. 

 

 



 

Researchers have already developed some fall detection systems 

using smartphones [7]. 

However, in all of these previous studies, the system can detect a 

fall only after it has already occurred and the system sends an alarm 

to the caregivers. Even though these fall detection systems are 

helpful, the best way to reduce the number of falls and their 

consequences is to prevent them from happening. We believe that 

the best way to reduce the number of falls is to alert the users about 

their abnormal gait/walking and the possibility of falling. If 

abnormal walking patterns can be identified using automated 

processes with good accuracy, the elderly can avoid a potential fall.  

Therefore, we focus on fall prediction rather than fall detection. To 

address the issue of fall prevention, in this paper, we propose a 

smartphone-based fall prediction system that can alert the user to 

their abnormal walking pattern. The smartphones are integrated 

with two powerful sensors: accelerometer and gyroscopes these are 

used in our system with pressure sensor embedded shoes to identify 

abnormalities in walking patterns. Since abnormal walking patterns 

can lead to a fall, the identification of an abnormal gait in our system 

is used to alert the user regarding a potential fall. Using 

smartphones with sensor integrated shoes for fall prediction based 

on abnormal walking patterns has not been explored. Our system is 

useful for fall prevention not only among elderly, but also has scope 

in identifying gait disorders among children, physical rehabilitation 

patients, and for environmental monitoring, human behavior 

analysis, and social networking research. 

1.1 Our Major Contributions 

In this paper, we propose to use smartphones as the platform for 

developing a fall prediction system, as they naturally combine the 

detection and communication components. To the best of our 

knowledge, we are the first to propose a fall prediction system that 

detects users’ abnormal gait patterns to alert them regarding a 

possible fall. We conducted experiments on 15 different users (with 

different age, heights and genders) wearing smartshoes and carrying 

a smartphone, and showed that our system can identify a potential 

fall, based on users’ gait patterns. Our major contributions in this 

paper are as follows: 

 Developed smartPrediction, a novel smartphone-based 

fall prediction and prevention system for the elderly, which can 

warn the users regarding a potential fall by identifying any 

abnormality in users’ gait patterns. 

 Used built-in accelerometer and gyroscope of the 

smartphone and pressure distribution of smartshoe in the first 

system to identify abnormal gait pattern in users. 

 Used the Hjorth mobility and complexity as well as the 

energy integral of the data to classify normal gait from simulated 

abnormal gait. 

 Developed a Wi-Fi network for the communication 

between smartphone and smartshoe. 

 Proposed a walking model for smartPrediction system. 

The rest of the paper is organized as follows: in the next section, we 

discuss our motivation behind this work. After that we describe the 

relevant related work. In this section, we also discuss the difference 

between our system and the existing ones. Then, we discuss the 

details of the smartPrediction system. This section is followed by 

the evaluation of our iPhone based prototype system and a 

comparison of resource consumption as well as the weight testing 

of insole feedback and a proposed walking model. Finally, we 

conclude the paper with some future research directions. 

2. MOTIVATION 
It is hard to understand the negative effects of falling, outside of a 

personal experience of a fall related injury. It can take only one fall 

to severely injure an individual that results in a downward health 

spiral leading to death. This risk increases with individuals over age 

50. This situation can be understood with the help of the following 

scenarios: 

Scenario 1: Jennifer, a 75-year-old living in her house alone. One 

night she was walking to the bathroom at around 10pm and she fell 

due to unbalanced walking. This caused a severe hip fracture. Her 

housekeeper arrived at her home the next day at around 10am and 

saw her lying in the bathroom. She called 911 and took her to the 

hospital. Jennifer was in intensive care for 48 hours. If Jennifer had 

a simple, automatic, and non-invasive technology that could warn 

her during her unbalanced walking, she could have taken proper 

steps to avoid the fall and the consequences. If Jennifer had our 

system, smartPrediction, it would have provided a non-invasive and 

smart technique to identify her unbalanced gait to provide warning 

regarding a potential fall. 

Scenario 2: Alex is a 70 year-old who has been suffering from a 

stroke and associated hemiparesis with abnormal gait. His walking 

has a limp caused by limited forefoot push off. He has suffered 3 

major falls over the last year due to his unbalanced walking. He also 

suffers from a back injury with significant ongoing pain caused by 

one of the falls. Alex is psychologically so traumatized by the 

consequences of these falls that he prefers to sit at home and 

declines participating in healthy activity. Our system, 

smartPrediction, could have identified the severity of Alex’s 

unbalanced gait, avoided the falls or severity of the falls and 

referred to therapies as early interventions to allow Alex to live a 
more self-dependent and normal life. 

To address the challenges posed by the above-mentioned two 

scenarios, in this paper, we propose a smartphone-based fall 

prediction system, named smartPrediction. This system can warn 

the user by generating an alert message in their smartphone to 

prevent this type of unforeseen risky fall. It also triggers a vibrating 

alert to notify the users to prevent them from a forthcoming fall.   

3. RELATED WORK 

Most of the fall-related research is based on detection rather than 

prevention. Earlier, many researchers have talked about mobility 

and privacy issues [8], but they did not discuss wearing a sensor. 

Most of them focus on fall detection techniques, not prevention of 

the fall. Moreover, they do not take into account the cost 

effectiveness of the system.  

iFall [7] is an Android application that has been developed to detect 

fall events to be implemented as a falls detection system. Data from 

the accelerometer is evaluated using several threshold-based 

algorithms and position data to detect a fall. The fall detection 

algorithm requires significant threshold calibration without any 

guarantee of its performance. It therefore, requires extra processing.  

The PerFallD [9] is also a pervasive fall detection system tailored 

for mobile phones with two different detection algorithms based on 

the mobile phone platforms. They implement a prototype system on 

the Android G1 only. Moreover, it does not have any warning 

mechanism to alert the user or caregiver and it is lacking 

localization support. 

Pappas et al. [10] used a pattern recognition algorithm to define the 

changes during the gait cycle using their device comprising of three 



 

force-sensitive resistors (FSR) located on an insole (one under the 

heel, and two at the first and fourth metatarsal heads), and a 

gyroscope. The system was tested on two subjects with incomplete 

spinal injury and was used to trigger functional electrical 

stimulation (FES), with demonstrated benefit for both subjects. In 

[11], the author proposes a method that uses a network of fixed 

motes to provide location information about the victim after a fall 

has been detected. 

To address the drawbacks of the above-mentioned systems, in this 

paper, we propose a smartphone-based fall prediction and 

prevention system named smartPrediction. Our system is designed 

to directly address some of the drawbacks of the existing systems 

and yield good prediction results. It is highly secure, and is 

inexpensive because it requires only a smartphone with low cost 

smartshoes. The most important aspect of our system is the warning 

that allows the user to prevent a fall before it actually happens. 

Again we believe that smartPrediction is the first smartphone-based 

fall prediction system, which can prevent the fall by automatically 

detecting abnormal gait patterns. We illustrate the difference 

between our system and the other related works in table 1. 

Table 1. Comparison of existing work based on different 

features 

Approach Mobility Prevention 
No Extra 

Hardware 

Preserve 

Privacy 

Cost 

Effective  

Cucchiara 

[18] 
No No Yes No No 

Miaou [19] No No Yes No No 

Anderson 

[20] 
No No Yes No No 

Huang08 [21] No No Yes No No 

Sixsmith [22] No No Yes No No 

Alwan [8] No No Yes Yes No 

Popescu [23] No No Yes Yes No 

Bourke [24] Yes No No Yes No 

Tong [25] Yes No No Yes No 

Li [26] Yes No No Yes No 

Nguyen [27] Yes No No Yes No 

Zheng [28] Yes No No Yes No 

Dinh [29] Yes No No Yes No 

Huang09 [30] Yes No No Yes No 

Sharifi [31] No No Yes No No 

Knight [32] No No Yes Yes No 

Michael [33] No No Yes Yes No 

Tacconi [2] Yes No Yes No No 

Our 

Approach 
Yes Yes Yes Yes Yes 

4. THEORY OF OPERATION 

To determine abnormal gait patterns we must first establish criteria 

for normal walking. Normal walking is coordination of balanced 

muscle contraction, joint movement, and sensory perception. 

Limbs, trunk, nerve-conditioning system and systemic diseases will 

affect a person's gait. Healthy people walk on two legs, generally 

able to automatically adjust the position to achieve balance and 

stability. The pelvis is affected by the arm swing, resulting in 

periodic rotation and incline. Also ankle, knee and hip angle 

changes in the process of motion for coordination. So the normal 

gait is periodic, with the characteristics of coordination and balance 

[12]. Walking speed decreases as people age. This speed decline 

affects faster walking speeds more than with comfortable walking 

speeds. Quantitative analysis of gait stability and gait symmetry has 

obtained a series of parameter results. On this basis and colligated 

other factors, we have proposed to construct an early warning 

system, smartPrediction, that measures the subject’s signs of 

instability when walking, or a fall hazard. A detailed description of 

smartPrediction system architecture is presented below.  

4.1 Architecture of smartPrediction System 

The strength of our proposed architecture is relying on existing 

wireless communication to provide a low price with maximum 

freedom of movement to users in their physical activity. In addition 

we have used small, light-weight devices that are easy to use by the 

elderly like smartphone and smartshoe. The architecture of 

smartPrediction system is shown in figure 1.  

 
Figure 1.  System architecture of smartPredictipon system 

This overall architecture was developed assessing iterative designs 

of the prototypes with 15 subjects in the laboratory environment. 

To integrate the regulated sensors we used output of both the 

smartshoe and smartphone and performed an extensive set of 

experiments to evaluate and discriminate between normal and 

abnormal walking patterns. Subjects wore the smartshoe like any 

other regular walking shoes and carried their smartphone in his/her 

pocket or held it in his/her hand. (A detailed description of the 

system assessment follows later in this paper.) In the 

smartPrediction, the accelerometer and gyroscope of the 

smartphone collects the raw acceleration and orientation 

parameters. The smartshoe collected the foot pressure value while 

the subject was asked to perform three different types of simulated 

walking patterns; normal, stiff leg and leg length discrepancy. After 

receiving the data through Wi-Fi communication processed it inside 

the mobile phone to classify whether the user’s gait pattern is 

normal or abnormal. We have implemented the quantative gait 

analysis in the iOS platforms. But our system is also compatible 

with the Android platform.  

Planned Falls Prediction System Alert: Though the system will 

continuously monitor for gait patterns, the planned design will only 



 

trigger a warning if the gait pattern of the user reaches a certain 

threshold where the user might face a potential fall. At that moment, 

the system detects a high-risk gait pattern and enables a warning to 

the subjects through an audio message and vibration, to alert them 

about an imminent fall. 

Planning ahead for the design of the interface for user alert 

generation, we are creating a progress bar based on the threshold 

value of the gait cycle. In the progress bar we will use three different 

colors to indicate three different walking patterns. The colors will 

present three different predictive interpretations. 

(I) Normal: The individual walks normally, no risk of fall. For 
normal walking pattern the progress bar would show green color. 

(II) Vulnerable: The system would detect abnormality in the 

individual’s walking pattern and the smartPrediction would 

generate a visual alert message to the individual as a warning. The 

progress bar would display a yellow color for possible upcoming 

falling. Yellow would indicate potential serious danger and that the 

individual must be careful. A moderate auditory and vibration alert 

would also be activated. 

(III) Dangerous: Red color would be shown in the progress bar if 

the collected pattern value crossed a predefined set of threshold 

values. This would prompt the individual to pay particular attention 

and must be extra careful because he/she has a high fall risk. In this 

circumstance our smartPrediction would not only enable an 

auditory and vibration alert message to warn the subject, it will also 

send a message to the caregiver or loved ones to warn them about a 

possible accident, so that they could be proactive for any kind of 

unexpected situation. 

The most important aspect of our system is the warning that allows 

the individual to prevent a fall. We posit that this real time 

assessment and alert methodology could reduce the risk of falls for 

the elderly. 

5. IMPLEMENTATION DETAILS 

In this section, we describe the various components of our prototype 

system (figure 1) and present in detail the hardware design and 

software algorithms used for event detection, feature extraction and 

classification.  

5.1 Hardware 

As hardware devices we used a pair of shoes consisting of four 

sensors on each. The devices include arduino, Wifly shield, 

amplifier circuit, a power supply unit, a smartphone with built-in 

accelerometer, gyroscopes and a display with the results of 

smartPrediction assessment. 

5.1.1 Sensor Selection and Measurement Position 

The sensors used in the smartshoe were selected with the goal of 

creating a system capable of sensing many parameters that 

characterize gait.  

For the analysis of the kinematic motion of the foot, four 

piezoresistive pressure sensors were placed at the bottom of the 

shoe to assess the timing parameter and pressure distribution. A 

human foot is usually divided into three different regions, Fore Foot 

(FF), Mid Foot (MF) and Rear foot (RF). Each insole of the shoe is 

equipped with four pressure sensing elements. The pressure sensor 

we employed in this system are FSR 08685, which are flexiforce 

force-sensitive resistor sensor. SEN 08685 sensor is kind of flexible 

printed circuit with thickness of 0.203 mm. It is obvious that the 

more sensors placed, the higher precision of planter pressure 

distribution can be measured. 

 
(a) 

 

 
 

(b) 

Figure 2. (a) Piezoresistive Sensor [15] (b) In-sole sensors 

distribution (Measurement Position) 

Our goal is at optimizing the number of measurement points.  Most 

of the body pressure is measured from the rear foot and the fore 

foot. Considering these issues we have placed two of our sensors in 

the fore foot region and two of them are in the rear foot region as 

shown in figure 2. The four sensors are listed in table 2. 

Table 2. Insole Sensing Position 

Position Number Name 

1 Posterior Metatarsal 

2 Heel (Hind foot ) 

3 Great Ball 

4 Little Ball 

We have used piezoresistive force sensors for measuring the 

pressure while walking. The resistance of this sensor changes with 

the change in pressure.  The harder you press, the lower the sensor’s 

resistance. Resistance changes only when pressure is applied to the 

round area at the end of the sensor, but the resistance does not 

change while being flexed. 

5.1.2 Amplifier circuit  
The amplifier circuit, shown in figure 3, amplifies the output of the 

pressure sensor. Each sensor has its own amplifier circuit.  

 
Figure 3. Amplifier Circuit with pressure sensor 



 

The circuit is an inverting operational amplifier arrangement to 

produce an analog output based on the sensor resistance and a 

feedback resistance (RF = 10k). The sensor resistance (RS) at no load 

condition is greater than 5M ohm. The application of a force to the 

active sensing area of the sensor results in a change in the resistance 

of the sensing element in inverse proportion to the force applied. 

The amplified output voltage is given by, 𝑉0 = −𝑉𝑇  × (
𝑅𝐹

𝑅𝑆
). 

5.1.3 Wi-Fi Module 
An arduino [figure 4(a)] is used as an analog to digital converter 

(ADC).  Arduino is an open-source physical computing platform 

based on a simple I/O board and a development environment that 

implements the processing/wiring language.  

(a) (b) 

Figure 4. (a) Arduino and (b) WiFly Shield    [16] 

The WiFly Shield [figure 4(b)] equips arduino with the ability to 

connect to 802.11b/g wireless networks. The featured components 

of the shield are a Roving network’s RN-131c. 

5.2 Physical Implementation 

Using all of the electronics (including the sensors located at the 

bottom of the shoe), a Wi-Fi module for the wireless transmission, 

and the power supply we were able to engineer a smartshoe. The 

smartshoe system is comprised of an amplifier circuit, Wi-Fi 

module and a power supply unit with four insole pressure sensors. 

Each shoe module consisted of an instrumented insole placed 

beneath the foot and an attachment that mounted to the back of the 

shoe. A sample insole of smartshoe is shown in Figure 2(b) and 

enclosed sensors and hardware are detailed in figure 5. 

 

Figure 5. Smartshoe hardware mounted on shoe  

5.3 Software 

To receive and analyze data from the hardware, we have developed 

a gait collector software for receiving accelerometer and gyroscope 

value of the smartphone sensors. Also we developed Wi-Fi 

communication software that is capable of transmitting pressure 

data from the smartshoe to the smartphone. After getting three 

gyroscope and accelerometer signals (in directions of x-, y-, and z-

axis) from the motion sensors of the smartphone and the shoe data 

we processed it to get a decision tree for identifying gait 

abnormality.  

In order to process smartshoe sensors data, the communication 

module has two different software tasks. One is for the arduino and 

another is for the iPhone. In arduino, we programmed to read an 

analog signal from the shoe sensors and create a data packet to 

convert the signal into digital form. Subsequently arduino sent those 

packets to the phone with a response to the data sending request. It 

also manages the Wi-Fi communication coordinating with the Wi-

Fly shield.  In the iPhone we developed an application that can 

communicate with a WiFly shield. It collects the sensor data by a 

polling request. Then the data is saved and analyzed through parsing 

packet and calculates real pressure value from the sensors. From 

here we identify the threshold value of the individual subject. 

5.4 Extracting Tilt Invariant Signals 

In table 3, we summarize the notations that we are going to use to 

describe the methodology of smartPrediction. We collected three 

gyroscope and accelerometer signals from the motion sensors of the 

smartphone (see figure 6) and pressure signals from both shoes. We 

then calculated and removed the gravity vector from the 

acceleration signal bias and performed a set of matrix rotation 

operations to correct the tilt of the signals. We combined the 

horizontal accelerometer signals as well as the pitch and roll to 

create 4 tilt-invariant signals. From these signals, we extracted 3 

quantitative features to create a feature vector. Finally, we used a 

decision tree classifier to sort the data into classes based on the 

features of training data. 

Table 3. Summary of Notations 

Symbol Meaning 

A0x (t), A0y (t), A0z (t) Raw Accelerometer data in x, y and z-axis. 

A1x (t), A1y (t), A1z (t) Tilt Accelerometer data in x, y, z direction. 

A2x (t), A2y (t), A2z (t) Accelerometer data in x, y, z direction with 

further tilts. 

G0p (t), G0r (t), G0y (t)  Gyroscope vector of pitch, roll and yaw 

respectively. 

Gt (t) General tilt gyroscope vector  

B (t) Bias of the acceleration Vector 

Ah (t) Horizontal Acceleration 

θ1, θ2 Tilt Angles 

 

Figure 6.  Acceleration and Gyroscope readings in directions 

of x-, y-, and z-axis that are associated with the body of the 

smartphone and smartphone orientation can be determined by 

yaw (Ax), pitch (Ay) and roll (Az) [14] 

The feature extraction method applied to acceleration signals are 

applied here to both acceleration and gyroscope signals then 



 

combined with foot pressure signals. At time t, let the following 

column vectors represent the current raw accelerometer and 

gyroscope readings: 

𝐴0
⃗⃗ ⃗⃗  (𝑡) = [𝐴0𝑥(𝑡), 𝐴0𝑦(𝑡), 𝐴0𝑧(𝑡)]′            (1) 

       𝐺0
⃗⃗⃗⃗ (𝑡) = [𝐺0𝑝(𝑡), 𝐺0𝑟(𝑡), 𝐺0𝑦(𝑡)]′                         (2)    

Where the elements of the gyroscope vector are pitch, roll, and yaw 

respectively. Now the gravity vector is found by calculating the bias 

of the acceleration vector. The bias is found by taking the average 

of N acceleration vectors where N is the total number of data 

instances: 

�⃗� (𝑡) =
1

𝑁
∑ 𝐴0

⃗⃗ ⃗⃗  (𝑡)𝑁
𝑡=1               (3) 

Two tilt angles can be calculated to describe the tilt of the bias 
vector as follows: 

θ1 = arctan (
𝐵𝑦

𝐵𝑧
)              (4) 

θ2 = arctan (
𝐵𝑥

𝐵𝑦 sin(𝜃1)+𝐵𝑧 cos(𝜃1)
)                            (5) 

A tilt compensated acceleration and gyroscope vector can then be 

calculated by multiplying the raw vector with a rotation matrix as 

follows: 

𝐴1
⃗⃗⃗⃗  (𝑡) = [

cos θ2 −sin θ1 sin θ2 −cosθ1sinθ2

0 cosθ1 −sinθ1

sinθ2 sinθ1cosθ2 cosθ1cosθ2

] × 𝐴0
⃗⃗ ⃗⃗  (𝑡)     (6) 

𝐺1
⃗⃗⃗⃗ (𝑡) = [

cos θ2 −sin θ1 sin θ2 −cosθ1sinθ2

0 cosθ1 −sinθ1

sinθ2 sinθ1cosθ2 cosθ1cosθ2

] × 𝐺0
⃗⃗⃗⃗ (𝑡)      (7) 

Now the gravity vector can be removed from the accelerometer data 

by calculating the bias of the vertical component of the acceleration 
and removing it: 

𝐴2
⃗⃗ ⃗⃗  (𝑡) = [𝐴1𝑥(𝑡), 𝐴1𝑦(𝑡), (𝐴1𝑧(𝑡) −

1

𝑁
∑ 𝐴1𝑧

⃗⃗ ⃗⃗ ⃗⃗  (𝑡)𝑁
𝑡=1 )] ′      (8) 

Because there is no other vector bias that can be used to correct 

another axis, we cannot distinguish between lateral and forward 

acceleration or between pitch and roll. We calculate the magnitude 

of the horizontal acceleration: 𝐴ℎ(𝑡) = √𝐴2𝑥(𝑡)
2 + 𝐴2𝑦(𝑡)

2  and 

combine the pitch and roll in the same way to create a vector that 

describes the general tilt: 𝐺𝑡(𝑡) = √𝐺1𝑝(𝑡)
2 + 𝐺1𝑟(𝑡)

2.  

5.5 Calculating Energy of Signal 

From the four signals, we calculated the energy of the acceleration 

and foot pressure signals. The energy is calculated by taking the 

time integral of the absolute value of the signal. In an abnormal 

walking pattern, this energy increases as a result of increased 

contact with the floor. Because the sampling frequency is known to 

be constant, the energy can be calculated by summing the absolute 

values of the samples.  
 

5.6 Calculating Hjorth Parameters 
The Hjorth Mobility and Complexity are quantitative parameters 

derived in [13] to describe EEG patterns. These parameters were 

found to be useful features to distinguish human activities. They are 

based on the differential of the signal which can be calculated easily 

in real time to give information in the frequency domain. The Hjorth 

mobility is an indicator of the smoothness of the signal curve. The 

Hjorth complexity effectively measures irregularities of the 

frequency domain. 

5.7 Classification 

After calculating the Energy, Mobility, and Complexity for each of 

the four signals, the resulting feature vector is classified as normal 

or abnormal based on training data. We used a decision tree 

algorithm because it is a fast classification algorithm that can be 

implemented in real time. The abnormal class is trained by 

simulating multiple gaits that are indicative of falling. The 

classified data is used to warn the user of an imminent fall. The 

pseudocode of the classification algorithm on the smartphone is in 

the listing Algorithm 1.  

The fall prediction alert message will be generated using 

smartphone and smartshoe sensors data by identifying the threshold 

value in walking patterns. This is the key point for determining 

normal and abnormal walking in our system. Here 

getAccGyroStage() and getPressureStage() methods are used to 

calculate the stage values for individual sensors depending on the 

defined threshold values. The accuracy obtained for both of the 

methods is used to calculate the reliability weighted coefficient (C1 

and C2) for multimodal decision fusion. 

Algorithm 1: Fall Prevention Algorithm on smartphone; Input:  

Smartphone and smartshoe Sensors Data; Output: Alert 

Generation.   

1. T   ← Training set 

2. X1 ← getAccGyroStage() 

3. X2 ← getPressureStage() 

4. C1 ← Acc and Gyro influence coefficient from training set  

5. C2 ← pressure sensor influence coefficient from training set  

6. begin loop start 

7.         Read Acc and Gyro data 

8.         Perform tilt-invariant calculations  

9.         Read pressures values from smartshoes  

10.         Calculate: ← 𝑃𝑎𝑣𝑔 =
1

𝑛
∑ [𝑃𝐿,𝑖 + 𝑃𝑅,𝑗]; 𝑛 = 4𝑛

𝑖,𝑗=1  

11.         Integrate accelerometer, gyroscope and pressures values  

12.     Integrated stage value = C1X1 + C2 X2 

13.     Features(t) = Extract features from integrated signal    

14.        if  training = No 

15.           Classify features (t)    

16.               if  Integrated Stage is abnormal  

17.                   alertUser() 

18.              end if 

19.              else  

20.              Update T with features(t) 

21.       end if            

22.  go to loop start  

6. EVALUATION OF SMARTPREDICTION 

To evaluate our proposed system, we have developed a prototype 

application of smartPrediction and investigated its performance 

with extensive iterative experiments. In this section, we first 

introduce how the data were collected. Then we present how the 

data were analyzed and performance measured. 

6.1 Experimental Setup 

To test the effectiveness of our feature extraction and classification 

method, we collected data using a smartphone sensor to be analyzed 

and classified. We used multiple subjects and collected data for 3 

different gaits: normal walking, simulated peg leg, and simulated 

leg length discrepancy. Data for each subject was collected for 12 

18-second trials from a smartphone placed in the subject’s pocket 



 

and from the smartshoes worn on both feet. Features were extracted 

in Matlab based on a 5 second sliding window. The feature vectors 

were then classified using a J48 decision tree classification 

algorithm found in WEKA, a powerful data mining toolkit [17]. 

 

Figure 7. WEKA feature visualization tool and data analysis 

tool [17] 

In the first test, the algorithm attempted to distinguish between the 

abnormal simulated gaits while in a second test, these two classes 
were combined into a single abnormal walking class.  

The tests attempted to classify both single subject data and cross 

subject data. In figure 7, we can see that the WEKA toolkit was able 

to identify the three different walking patterns (i.e. normal gait, gait 

for peg leg situation, and gait for leg length discrepancy). The gait 

classification was clearly represented as clusters marked by three 

different colors in WEKA tool. We also asked the subjects to stand 

wearing our smartshoes for collecting the pressure data. This 

allowed us to show the general applicability of our approach to a 

diverse set of subjects as well as the long-term temporal stability of 
our sensing solution. 

6.2 Data Collection Procedure 

We have developed a prototype application of the smartPrediction 

system for iPhone. The screenshots of the smartPrediction 

prototype application are shown in figure 8. In figure 8(a), the gait 

collector interface is shown which is used to collect the 

accelerometer and gyroscope data for a period of time. We have 

also developed the interface for user alert which is shown is figure 

8(b). However, we are still working on the background process of 

alert generation mechanism. We have used our prototype 
application for data collection and for evaluating our system.  

We collected data for a normal walking pattern and two different 

abnormal walking patterns in different environments. We simulated 

the abnormal walking patterns that are caused by two physical 

abnormalities common in most elderly people, peg leg and leg 

length discrepancy. These abnormalities lead to a huge number of 

falls every year. We simulated the “leg length discrepancy” 

situation by taking one shoe off (at the right leg) and wearing an 

extra heel on top of the regular heel on the left shoe. We simulated 

the “peg leg” situation by walking with a straightened left knee. 

To improve any shortcomings that may occur by only using the 

Smartphone application, we added the smartshoe to improve our 

system. Smartshoe gathers pressure values from the foot through 

sensors in order to identify impaired balance. Foot pressure is also 

an indicator of body balance. It is necessary to identify abnormal 

walking patterns due to gait impairment in order to predict risk of 

fall. 

 
 

        (a) Gait Collector interface (b) Alert message generation   

based    on abnormal gait 

Figure 8.  Screenshots of smartPrediction prototype 
The smartshoe data collection process is shown in figure 9. Here we 

were using arduino, wifly shield and amplifier circuit as the Wi-Fi 

communication module on the shoe. This module would amplify 

the signal and convert it into a digital signal. These pressure data 

from both shoes are transferred to the smartphone through a 

my_adhoc Wi-Fi communication network. Here one shoe is used as 

a router for data communication.  Pressure data was collected for 

the people over a period of time and each time a subject was tested 
with standing and three different walking patterns. 

 
Figure 9. Data collection process from a smartshoe 

We first used this dataset for the training of our system. Later we 

used the trained system with real people to verify the fall prevention 

accuracy. Since, we cannot test potential fall with real elderly 

people, we recruited 15 graduate students to participate ages from 

20 to 35 years old. Twelve of them were 170-180 cm, two were 158-

169 cm tall and one was less than 150 cm tall. Two persons weighed 

less than 60 kg, eleven weighed 61–90 kg and two were more than 

100kg. The data collected from the shoes showed which sensor we 

are getting maximum pressure from during the experiments with 

respect to subject’s sex/age, height and weight.  



 

  
(a) Standing Still  (b) Walking with no abnormality  

  

(c) Walking with leg length discrepancy (d) Walking with peg leg discrepancy  

 

Figure 10. Foot pressure distribution of (a) standing still (b) walking with no abnormality (c) walking with leg length 

discrepancy (d) walking with peg leg discrepancy. 

For example when subject one was performing his assigned task we 

observed that sensor 2 in both shoes is getting more pressure than 

the other. We used this maximum pressure value while determining 

the threshold for each subject in their walking pattern. 

To evaluate the effectiveness of proposed method in recognition, 

we choose four kinds of basic movements, which are standing still, 

walking with no abnormality, walking with leg length discrepancy, 

walking with peg leg discrepancy. Raw data on foot pressure 

distributions for each moving pattern were acquired with the 

developed foot pressure sensing shoes. The sample variation of foot 

pressure for each kind of movement are displayed in figure 10. 

Pressure value represents the output value of analog information 

into which voltage is converted. Though there is a spike in standing 

data, it is still easily distinguishable from the walking signal. The 

measurement allows the data to be integrated to a standard clinical 

assessment of a person's postural stability and/or risk of falling. The 

measurements may include any other test that measures pressure 

using the pressure sensor value.  It is important to differentiate if 

the user is walking on a flat surface or on a surface with 

considerable vertical variation. Using our system we will also 

assess the effects of balance abnormality on human walking 

patterns and the variability of the extracted features. 

6.3 Result Analysis  

In this section, we first discuss the performance of smartPrediction 

application. We compared the resource consumption for the system. 

Then to validate our system we conducted weight testing of insole 

feedback.  

We collected data for a normal walking pattern and two different 

abnormal walking patterns in-lab environment. We also collects 

standing data using smartshoe and compare them with the walking 

pressure data.  It is interesting to note that the observed acceleration 

for normal walking is somewhat similar to that of abnormal 

walking. Explicitly, it is basically a short period of acceleration 

value followed by a small impact.  The average measured peak 

acceleration for normal walking is greater than the average peak for 

acceleration with peg leg and simulated leg discrepancy.  We have 

analyzed multiple cycles for getting more accurate average peak of 

the acceleration value. Also it is observed that pressure distribution 

of multiple subjects are different from each other as the walking 

pattern is different in each subject. We can easily distinguish 

between normal and abnormal waking pattern by analyzing the 

collected pressure data.  

 



 

6.3.1. Movement accuracy with insole sensors 
In this study four internal time-domain parameter were picked up, 

which are average value, standard deviation, maximum value and 

minimum value. Features that represented the pressure value were 

presented in matrix. We picked up 10 sets of data samples of each 

moving pattern: the former 5 sets are for classifier training and the 

latter for testing.  The classification model is applied to predict the 

output category for testing sample identification. The average 

accuracy with all four sensors is at 91.03% for all four kinds of 

movement and the finding accuracy for each movement pattern is 

shown in table 4.   

Table 4. Accuracy of different movement 

6.3.2 Single Subject Data 
To determine the classification accuracy of walking, we evaluate 

the performance of our system using 10-fold cross validation for 

fifteen different subjects.   

We observed near perfect classification accuracy (see table 5) when 

the experimental data, to be classified, was collected from the same 

subject, as was the training data. The classifier can easily 

distinguish between the two different kinds of abnormality. The 

problem with single subject data is that it requires the subject to 

train the system by simulating abnormalities. 

Table 5. Classification accuracy for a single subject 

Accuracy of Classification 

Subject Three Classes Two classes 

Subject 1 Only 98.18% 97.44% 

Subject 2 Only 91.46% 93.59% 

Subject 3 Only 96.32% 92.23% 

Subject 4 Only 92.13% 91.56% 

Subject 5 Only 98.98% 98.66% 

Subject 6 Only 88.98% 86.98% 

Subject 7 Only 96.74% 94.28% 

Subject 8 Only 87.58% 96.98% 

Subject 9 Only 95.88% 97.25% 

Subject 10 Only 98.49% 99.18% 

Subject 11 Only 95.98% 94.84% 

Subject 12 Only 93.22% 91.98% 

Subject 13 Only 98.93% 94.98% 

Subject 14 Only 98.98% 93.84% 

Subject 15 Only 97.79% 95.98% 

6.3.3 Multiple Subject Data 
Classification accuracy was very good when considering both 

subjects in the training data, but was poor when attempting to 

classify one subject’s gait based on the other subject (see table 6). 

The classification accuracy was raised considerably when merging 

the two simulated abnormalities into a single class. However, for 

multiple subjects, there is still room for accuracy improvement for 

greater satisfaction. 

Table 6. Classification accuracy for multiple subject 

Accuracy of Classification 

Training Set Three Classes Two classes 

Subject 1  71.55% 70.482% 

Subject 2  74.74% 71.598% 

Multiple Subjects 96.66% 97.22% 

6.3.4 Resource Consumption Comparison 
To test the power consumption of smartPrediction application, we 

fully charged the iPhone and then monitored the power states 

continuously for 2 hours for the following two scenarios: (1) the 

iPhone runs without smartPrediction application and (2) the iPhone 

runs with smartPrediction where the application continuously 

collects accelerometer and gyroscope data as well as pressure data 

from the smartshoe for abnormal gait pattern identification.  

 

Figure 11. Blue curve presents the battery levels when the 

iPhone is running with smartPrediction and red curve 

presents the battery levels when the iPhone is running without 

smartPrediction application. 

Figure 11 presents the two curves of battery level states versus time 

during the time period of 2 hours or 120 minutes. From this resource 

consumption analysis we can see that if smartPrediction keeps 

running normally until the battery power is exhausted, then it will 

last almost 3 hours. Currently, we are working to reduce the power 

consumption of our smartPrediction system. However, even though 

the power consumption of smartPrediction application is a little bit 

high, the benefits it may bring to elderly lives are enormous. 

6.3.5 Weight Testing of Insole Feedback 
In order to test the accuracy of the fall prediction, we conducted 

weight testing to show the applicability of this system to a range of 

subjects and the stable calibration of the pressure sensors. Using 

smartshoe sensors as the testing weights, it was found that the 

output voltage from the in-sole sensor approximate linearly 

increased with the testing weight as shown in figure 12.  However, 

there was residue output voltage even though there was no weight 

on the sensors. 

 

Moving Pattern 
Training Accuracy 

(%) 

Testing Accuracy 

(%) 

Standing Still 98 98 

Walking without 

abnormality 
88.2 86.1 

Walking with leg length 

discrepancy 
91.2 91.1 

Walking with peg leg 

discrepancy 
90.0 85.7 



 

 
Figure 12. The relationship between testing weights and 

output voltages of the in-sole sensor. 

6.3.6 Walking Model 
To validate our study, we incorporate a walking model by observing 

smartphone sensors data as we as the pressure sensors data from 

smartshoe. 

Human walking is a cyclical movement, so here we use the 

similarity of the data between two adjacent cycles to assess the 

walking stability.  

Stability = Similarity (Ci, Ci+1)                          (9) 

Where Ci is the data of the preceding cycle, and Ci+1 is the data of 

the next cycle. 

The dynamic symmetry of gait is defined as the discrepancy of 

bilateral data in gait cycle on all symmetric attributes. 

Symmetry = Discrepancy (Ri, Li)                       (10) 

Where Ri is the data of the right-side and Li is the data of the left-

side on one attribute. 

Considering stability and symmetry of walking data, we propose a 

walking model for our system. The impulse, I, of a step of running 

and walking I s given by, = ∫𝐹  𝑑𝑡 , where F is the force.  

Using Newton’s second Law,   𝐹 = 𝑚𝑎       and  𝑎 =
𝐹

𝑚
 .     Where, 

a = Acceleration and m= mass. 

From the foot pressure distribution and accelerations and 

orientation observed from smartphone motion sensors while 

walking. The first simplest approximation of the signal is an 

impulse function.  We will assume that the acceleration curve for 

walking is approximated by a sinc function, 𝑎 =
𝐹

𝑚
=

𝑆𝑖𝑛𝑡

𝑡
     where, 

0 ≤ 𝑡 ≤ 𝑇 

To find the impulse of the acceleration, we need to integrate the 

signal over time,  

                    𝐼 = ∫𝐹 𝑑𝑡 𝐼 = ∫𝑚𝑎  𝑑𝑡                                  (11) 

                         𝐼 = 𝑚 ∫
𝑆𝑖𝑛(𝑡)

𝑡
 𝑑𝑡   

    𝐼 = 𝑚 ∫
1

𝑡
[𝑡 −

𝑡3

3!
+

𝑡5

5!
−

𝑡7

7!
+ ⋯… . . ]𝑑𝑡 

𝐼 = 𝑚 ∫[1 −
𝑡2

3!
+

𝑡4

5!
−

𝑡6

7!
+ ⋯… . . ]𝑑𝑡 

                      𝐼 = 𝑚[𝑡 − 𝑎𝑡3 + 𝑏𝑡5 + 𝑐𝑡7 + 𝐷]                  (12) 

Where, a, b, c and D are constant and only D is unknown. We can 

calculate the D by using two boundary condition I (0) =0 and I (T) 

= 0. Also assume that m is constant.  

By using the boundary condition we can express the impulse 

function as, 

                         𝐼 = 𝑚[𝑡 − 𝑎𝑡3 + 𝑏𝑡5 + 𝑐𝑡7]                         (13) 

7. CONCLUSIONS 

In this paper we present a smartphone- and smartshoe-based fall 

prediction and prevention system, named smartPrediction through 

a real-time detection of abnormality in users’ gait pattern. The 

system is the first iPhone-based application that uses the 

combination of built-in accelerometers and gyroscopes and 

pressure distribution from shoes to warn users regarding a potential 

falls. It is inexpensive, mobile, and non-invasive. From our analysis 

we have found that smartPrediction provides a high rate of accuracy 

to distinguish between normal and abnormal walking patterns. 

Incorporated walking model of our system will help to improve the 

accuracy in predicting a risk of fall.  The system may also have 

broad application in abnormal gait behavior detection for people 
with various disabilities who are at increased risk of falls.  

To test the temporal stability and long-term feasibility of our 

approach, in the future, we will test our system with real elderly 

people who have chronic gait problems. We plan to have the 

smartphone contact a caregiver and loved one in the event of a very 

high risk fall situation so that they can take appropriate action. 

Using the smartshoe, we will conduct static and dynamic tests to 

differentiate the user’ walking patterns. Additionally, the shoe will 

allow us to identify the specific reasons for walking abnormalities 

and will help to increase fall prediction accuracy. 
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ABSTRACT 
Detection of the spam emails within a set of email files has 

become challenging task for researchers. Identification of an 
effective classifier is based not only on high accuracy of detection 
but also on low false alarm rates, and the need to use as few 
features as possible. In view of these challenges, this research 
examines the effects of using features selected by four feature 
subset selection methods (i.e. Genetic, Greedy Stepwise, Best 
First, and Rank Search) on popular Machine Learning Classifiers 
like Bayesian, Naive Bayes, Support Vector Machine, Genetic 

Algorithm, J48 and Random Forest. Tests were performed on 
three different publicly available spam email datasets: “Enron”, 
“SpamAssassin” and “LingSpam”. Results show that, Greedy 
Stepwise Search method is a good method for feature subset 
selection for spam email detection. Among the Machine Learning 
Classifiers, Support Vector Machine has been found to be the best 
classifier both in terms of accuracy and False Positive rate. 
However, results of Random Forest were very close to that of 
Support Vector Machine. The Genetic classifier was identified as 

a weak classifier.1 

Categories and Subject Descriptors  
I.5.2 [Pattern Recognition]: Design Methodology—classifier 
design and evaluation, feature evaluation and selection; I.2.7 
[Natural Language Processing] – Text analysis  

 

General Terms  
Algorithms, Performance, Experimentation, Spam Filtering 

 

Key words  
Email spam classification, Feature selection, Probabilistic 
classifiers, Bayesian, Naive Bayes, Support Vector Machine, J48, 
Random Forest, Genetic, False Positive Rate, Classification 
Accuracy, F-Value.  
 

1. INTRODUCTION  
In today’s automated world, email is a necessary and useful tool 
enabling rapid and inexpensive communication. It has now 
become a popular medium and is seen to be an essential part of 
life [1]. On the other hand, Spam (also known as unsolicited bulk 

                                                             
1 Copyright is held by the authors. This work is based on an 

earlier work: RACS'13 Proceedings of the 2013 ACM Research in 
Adaptive and Convergent Systems, Copyright 2013 ACM 978-1-
4503-2348-2/13/10.  
http://doi.acm.org/10.1145/2513228.2513313 

email), has turned into a challenge because its rate is increasing 
day by day. A study estimates that 70% of business emails are 

Spam. As a result, this rapid growth causes some serious hitches, 
such as unnecessary filling of users’ mailboxes engulfing 
important emails, consuming storage space and bandwidth as well 
as time to segregate them [2].  

Nowadays, Spam classification is challenging due to complexity 
introduced by the spammers in the features of Spam. Complexity 
can be defined as modification created in the spam words which 
make a feature difficult to understand. Some attacks, such as 

Tokenisation (i.e. Splitting or modifying the feature (such as 
‘free’ written as f r 3 3) and Obfuscation (hides feature by adding 
HTML or some other codes such as ‘free’ coded as fr&#101xe or 
FR3E), change the information of a feature [3, 4].  

Various Machine Learning Classifiers have been experimented 
with to tackle these problems. Some of these have demonstrated 
their strength in Spam classification. In particular, Support Vector 
Machines (SVM), Probabilistic Classifiers (Bayesian and Naive 
Bayes), Decision Tree Classifiers (J48 and Random Forest) and 

Evolutionary Classifiers (Genetic classifiers) have proven their 
efficacy in this area.  

SVM [5, 3] uses the concept of “Statistical Learning Theory” 
proposed by Vapnik [6]. Probabilistic classifiers such as Naive 
Bayes [7, 8] and Bayesian Classifier [9, 10, 11] based on Bayes 
Theorem are also popular. Evolutionary Classifiers [12] that are 
based on the principles of evolution have been intensely 
researched. Decision Tree Classifiers [13] use the multistage 

approach for breaking up a complex decision into a combination 
of various simpler decisions. In this way, it obtains a good overall 
decision. 

In this study, classifiers mentioned above have been tested on 
three well-known publicly available datasets: Enron, 
SpamAssassin and LingSpam to evaluate their efficacy when used 
in conjunction with four different feature subset search 
techniques: Genetic search, Greedy Stepwise search, Best First 

search and Rank search. A comparative analysis of the 
performance (in terms of accuracy and false positive rate) of the 
various combinations of feature subset selection techniques and 
classifiers is presented.  

The remaining sections of this paper have been structured in the 
following way: Section 2 summarizes related work, Section 3 
describes the Methodology used in this research, Section 4 
describes the Experimental setup and Evaluation, Section 5 

presents the comparative analysis and finally Section 6 concludes 
the paper. 



2. RELATED WORK  
In recent years, the area of Text classification has generated 

substantial interest. Various classifiers and feature selection 
method have been tested and reported in literature. This study 
focuses on the Spam Email Classification application within Text 
Classification. A significant amount of research literature is 
available in this domain. 

This study examines four feature subset selection methods (i.e. 
Genetic, Greedy stepwise, Best First and Rank search) to select a 
small number of most informative features from three publically 

available datasets i.e. Enron [3, 11] and SpamAssssin [14, 10] and 
LingSpam . Five popular machine learning classifiers have been 
tested using the selected feature subsets for comparative 
performance evaluation. 

Bayesian classifier has been described to be a strong classifier in 
literature (e.g.  [15]). An extended Naive Bayes approach was 
experimented with in series of studies done by Androutsopoulos 
et al. in 2000 [7]. These researches evaluate the performance of 

classifiers when used with varying number of features and data 
sizes. Results of that study strongly supported the merits of the 
proposed probabilistic classifier. A recent study by Trivedi and 
Dey 2013 [11] used the concept of boosting algorithms for 
performance improvement of probabilistic classifiers. That study 
demonstrated that probabilistic classifiers work effectively with 
boosting even when the number of features is low. 

Support vector machine has been studied many times in literature 

and is widely recognized to be a good classifier well suited for 
text classification. A study, done by Drucker et al. [16] compares 
the performance of SVM with various machine learning 
classifiers. The results were in favour of SVM and boosted 
decision tree in terms of accuracy and speed. However, training 
time of SVM was lower than that of the boosted decision tree.  

Decision tree classifiers have also captured a prominent place in 
the literature. Rios and Zha [4], experimented with a random 
forest (RF) classifier on a time indexed data that included text and 

Meta data features. In that study it was found that, RF was 
comparable with SVM in terms of false positive rate. 

Rule Based Classifiers such as Genetic Classifier are regularly 
studied by various researchers [e.g. 12, 13, 17, 19], and have been 
shown to be promising in terms of both accuracy and false 
positive rates. 

3. METHODOLOGY 

 

3.1 Machine Learning Classifiers 

3.1.1 Genetic Algorithm based Classifier 

This algorithm uses a learning approach based on the principles of 

natural selection initially introduced by Holland [20]. Initially, 
Genetic algorithm starts with a constant population of individuals 
to search within a solution space. Each individual of the 
population is evaluated for their fitness using a fitness function. 
Thereafter, new individuals are produced by selecting the 
outperforming individuals who produce “offspring” [21]. The 
offspring retain the characteristics of their parents and generate a 
population with improved fitness.  

The process of generating new individuals is done by two 
important Genetic operators i.e. “Crossover” and “Mutation”. 
Crossover operator operates by random selection of a point in two 
parent gene structures and develops two new individuals by 
exchanging the remaining parts of the parents. Hence, this 

operator formulates two new individuals with potentially 
improved fitness by combining the two old individuals. On the 
other hand, the Mutation operator creates a new individual by 
arbitrarily altering some component of an old individual. The 
work of this operator is same like population perturbation operator 
which introduces potentially new information in the population. 
This operator also helps to stave off any stagnation which can 
arise during the search process. 

3.1.2 Probabilistic Classifiers  

This idea was proposed by Lewis in 1998 [13], who introduced 

the term i

j

c

d
P and defined as the probability of a document 

represented by a vector 1 2, ,..., n

j j j jd w w w  of terms falling within 

a certain category
ic . This probability is calculated by the Bayes 

theorem  

*i ii

j j

d j

c
P

c
P c

dd P
P                                                 (1) 

Where jP d  Symbolizes the Probability of arbitrarily selected 

documents represented by the documents vector jd and 
iP c  is 

the probability of arbitrary selected documents jd belonging to a 

particular class
ic . The classification method is usually known as 

“Bayesian Classification”. 

The Bayesian Classifier is a popular technique but it has been 
shown to have limitations in the case of high dimensionality of the 

document vector jd . This limitation is tackled by the assumption 

that any two arbitrarily selected components of document vector 

jd  (tokens) are independent of each other. This assumption is 

formalized by the equation   

1

jj
l

i l

n wd
c cl

P P                                                (2) 

This assumption is used in the classifier known as “Naive Bayes” 

and is quite popular in the area of the Text Mining. 

 

 3.1.3 Support vector machine (SVM) 

Support Vector Machine (SVM) is a popular category of Machine 
Learning Classifiers. It takes its inspiration from Statistical 
Learning Theory and the structural Minimization Principle [6]. 
Due to its strength in dealing with high dimensional data by the 

use of Kernel Functions, it is one of the most widely used 
classifier in the concerned area. 

The basic concept of SVM is to separate the classes (i.e. positive 
and negative) by a maximum margin produced by hyper-plane. 

Let us take a training sample ,i iX x y , where 
i nx R  and 



1, 1iy , which is defined as the particular class for thi  

training sample. In this research, 1  is denotes the SPAM mails 

i.e. unsolicited emails and 1  is denotes the HAM i.e. legitimate 
mails. Final output of the classifier can be determined by the 
following equations-  

.y w x b ,                                                                       (3) 

Where y  indicates final output of classifier, w  termed as normal 

vector analogous to those in the feature vector x , and b is the bias 

parameter that is determined by the training procedure. The 
following optimization function is used to maximize the 
separation between classes. 

minimize        
21

2
w                                                            (4)        

subject to       . 1,iy w x b i .                                (5) 

3.1.4 Decision Tree (J48) 

J48 is based on C4.5 algorithm which is also known as simple 

Decision Tree Classifier. It is an open source JAVA 
implementation of C4.5 algorithm which works on the concept of 
Entropy for generating a decision tree from the training data. At 
each node, C4.5 chooses a best feature from features subset. The 
selection method is based on normalising the information gain 
(difference of entropy).  

Algorithm for C4.5: 

1. For every feature
ix , calculate the normalised 

information gain by splitting on
ix . 

2. If the 
i

bx  is observed to be best feature with the highest 

normalised gain then, create a decision node that split 

on
i

bx . 

3. Repeat above on the sub lists generated by splitting on
i

bx . 

3.1.5 Random Forest (RF) 

 A Random forest classifier is based on the ensemble of classifiers 
concept. This method combines the individual decisions of a set 
of classifiers for improving classification results. Likewise, RF 
combines decision of a set of decision trees to achieve better 
classification accuracy. The individual classifiers of the RF can be 
generated by two procedures. One of the procedures being 
bagging that modifies the data samples and other is choosing 
random feature inputs from the feature set. 

Algorithm for RF 

Given: 
Tn - number of training examples, 

ix -number of all 

features, 
ex -number of features selected for ensembles,

im  -

number of all ensemble members 

Creation of Random Forest (RF) for
im trees 

1 For each 
im iterations: 

do, 

2 Bagging: Produce sample
Tn  with replacement from 

training data 

3 Random Feature Selection: Grow the decision tree 
without pruning. For every step, choose best features by 

considering only
ex random selected features and 

obtaining the Gini index. 

Classification: 

4 Test using each instance of test data set on every 
im

decision trees starting from the root node. Allocate it to 

a class with respect to the specific tree
im . Combine the 

individual decisions of each member tree by majority 

voting to arrive at the final classification result for that 
instance. 

3.2 Feature Subset Search Methods 
These methods basically select the best feature subset and are 
used for the purpose of dimensionality reduction.  A number of 
studies have been reported in the literature for searching the 
feature space for the best subset of features for use along with 
various machine learning algorithms [19, 11]. In this research 

Genetic search and Greedy Stepwise search are considered.  

3.2.1 Genetic Search  

Genetic search is based on the idea given by Darwinian Theory of 
survival of fittest. It simulates the evolutionary processes 
occurring in the nature with the help of three fundamental genetic 
operators i.e. Selection, Crossover and Mutation applied to the 
chromosomes representing the features. The selection operator 

works by selecting the most fit individuals for reproduction from 
the current population. Reproduction is done by the use of two 
operators i.e. Crossover and Mutation of the parent genes to 
generate novel chromosomes representing solutions.  

Basic Steps during GA feature search: 

1 Produce random population of n chromosomes 
(representing an arbitrary features subset). 

2 Evaluate fitness of each chromosome. 

3 Iterate until the required N number of chromosomes is 
obtained. 

I. Selection: pick two chromosomes. 

II. Crossover: combine the properties of parent 
chromosomes to generate offspring. 

III. Mutation: Mute the offspring by predefined 
mutation probability. 

IV. Fitness: calculate the fitness of muted offspring. 

V. Update: Replace the muted offspring in the 

population. 

VI. Evaluation: if the fitness is greater than the average 
fitness of the population: 

a. Keep this offspring 



b. Produce new population of chromosomes and 
calculate new offspring. 

4 Return: find N chromosomes (selected features subset) 

3.2.2 Greedy Stepwise Search 

This method works as an iterative process, where, in each step 
features are evaluated iteratively. Thereafter, the single best 
informative feature is selected and included in the model. 
Evaluation is performed with the help of Stepwise regression. 

Selection can be done by the three different processes viz. 
Forward selection (adding the best features), Backward selection 
(removing the worst features), and Mixed selection (Forward and 
backward simultaneously). A number of different criteria can be 
used to indicate the termination condition of the feature selection 
process such as P-Value measure indicating whether all features 
that add value have been added or none of the feature left add 
value. 

Consider the set of features sf  that has been selected by the 

algorithm up to the previous iteration, and let ef  be the features 

under evaluation. The best feature wrapper set 
*

bf is therefore: 

* argmax ( { })
e s

b s e
f f

f fit f f     (6) 

   3.2.3 Best First Search 

This search method begins with an empty set of the features and 
thereafter continues to include the best features thereby expanding 

the set. The best subset (with highest evaluation metric) found up 
to a certain iteration is extended by adding a single best feature 
out of the remaining features. If the extended subset does not 
provide any improvement in the evaluation metric, the algorithm 
moves on to the next best subset and then continue from there. 
This process is repeated until one of the termination conditions is 
satisfied.   

   3.2.4 Rank Search 

This search method uses a feature evaluator technique (such as 
correlation based feature evaluator) for ranking the features. After 
ranking, a forward selection method is used for selecting the best 
feature subset.  

4. EXPERIMENTS AND EVALUATION 

4.1 Data Sets 
This study uses three different datasets, obtained from three 
different sources. The main analysis is performed using the 
“Enron email” dataset, and thereafter the “SpamAssasin” and 

“LingSpam” datasets are used for validation of the results 
obtained from the first dataset. The datasets are below: 

4.1.1 Enron email dataset 

In this study, out of the six existing version of the Enron Email 
dataset, versions 5, and 6 have been selected to create 3000 
Legitimate (Ham) and 3000 unsolicited (Spam) files by random 
sampling. The reason for selecting these Enron email versions was 

that they were found to contain more complexities in the Spam 
Email files making the task more challenging. 

 

4.1.2 SpamAssasin dataset 

This dataset contains some older as well as some more recent 
unsolicited emails (Spam) from some non-Spam-trap sources. Out 

of the entire set of Spams, 2350 Spam email files were selected 
(by random sampling) for this research. Along with the spam files, 
this dataset has some easy (simple to identify) and difficult (with 
complexities) legitimate (Ham) files. For maintaining a balance, 
both i.e. easy and difficult Ham emails were sampled equally to 
generate 2350 Ham email files. 

4.1.3 LingSpam dataset 

Third dataset of this study is taken from LingSpam corpus which 
is composed of four different version of email files viz. bare 
(lemmatiser disabled, stop-list disabled), lemm (Lemmatiser 
enabled, stop-list disabled), lemm_stop (Lemmatiser enabled, 
stop-list enabled), and stop (lemmatiser disabled, stop-list 
enabled). The dataset used in our experiments comprises of 478 
spam (unsolicited) email files and an equal number of ham 
(legitimate) email files sampled from each of the four versions.  

4.2 Classification processes description  

4.2.1 Pre-Processing 

An Email file (document) can be represented by a collection of 

feature vectors i

ka defined as the weight of word i  that belongs to 

document k  [20]. The Email data files are taken through the 

feature extraction process to obtain a set of relevant ‘terms’ 
(usually the words) for generating a Term-Document matrix 
(TDM). It forms a binary matrix where 1 indicates the presence of 

word in corresponding document and 0 otherwise. This matrix is 
expected to have high dimensionality and be sparse in nature 
because a large number of documents are present and most of the 
terms occur in only a few of the documents. However, this 
problem is well handled by the “Dimensionality reduction” 
process.  

4.2.2 Dimensionality reduction 

Dimensions can be reduced by “Feature selection” or “Feature 
extraction”, “Stop word” (terms that consist no information such 
as Pronouns, Prepositions, and conjunctions) elimination [20] and 
“Lemmatisation” (grouping the terms that come from the same 
‘root’ word). 

4.2.3 Feature Extraction process 

In this step Spam and Ham files are used to extract and develop 

the associated features dictionary. This process is done by the 
String-to-Word-Vector conversion process which also includes 
Stop word removal and Lemmatization steps. The resultant sparse 
and large matrix is further processed by feature selection and 
search techniques to generate the minimum number of best 
informative features.  

4.2.4 Feature selection 

Feature selection is employed after stop word removal and 
lemmatisation. This technique helps to find the most informative 



terms from the complete set of terms. For evaluation of classifiers, 
the use of a few good features (i.e. terms) to represent documents 
has been shown to be effective. In this study, we have used 
Genetic feature search and Greedy Stepwise Feature search 
techniques. According to the dimensionality of the original 

dataset, different subsets of good features were selected using 
these techniques from each of the three datasets, and thereafter 
used for testing the concerned classifiers.  

4.2.5 Classifiers 

This study used JAVA and MATLAB environments in Window 7 
operating system for testing the concerned classifiers. Six 
classifiers a Genetic Algorithm based Classifier, Bayesian, Naive 

Bayes, Support Vector Machine (SVM), J48 and Random Forest 
were tested on the most informative Features selected by the 
different feature subset selection methods from the three different 
datasets mentioned above.  

4.2.6 Spam Classification 

For the purpose of evaluation, data splitting was performed by 
random sampling: 66% of the data was used for training and 

remaining 34% data was set aside for testing of the classifiers. 

4.2.7 Evaluation 

This study employs a number of Performance Measures for 
evaluation and analysis. A simple measure for classifiers testing is 

the Classification Accuracy ( ccuracyA ) defined as the percentage of 

accurately classified Emails. The weakness of this measure is that 
it fails to distinguish between false positive and false negative. 

For accurate measurement the false positive rate ( rateFP ) is 

calculated separately. F-value ( ,

value

H SF ) defined as the harmonic 

mean of 
recisionP  (i.e. fraction of retrieved classified emails that are 

relevant) and 
ecallR  (i.e. fraction of accurate classified emails that 

are retrieved), is another measure used for evaluation and analysis 
in this study. 

Table 1. Performance Measures 

Instruments Related Formulas 

Accuracy  
Ham c Spam c

Ham c Ham m Spam c Spam m

N N

ccuracy N N N N
A  

F-Value 
, ,

, ,

2* *,
H S H S

recision ecall

H S H Svalue
recision ecall

P RH S

P R
F  

False Positive Rate Ham m

Ham m Ham c

N

rate N N
FP  

  

In the table above, the formulae of the performance measures 

have been shown, where 
Ham c

N  denotes the total number of 

correctly classified Ham Emails, 
Ham m

N  denotes the number of 

misclassified Ham emails, 
Spam c

N  is the correctly classified Spam 

emails and 
Spam m

N  denotes the total number of misclassified Spam 

emails. 

5. COMPARATIVE ANALYSIS 
This section presents the comparative analysis of various Machine 
Learning Classifiers that were tested by varying number of most 
informative features. Percentage Accuracy, F-Value and False 
Positive rate were the measures used for analysis. For clear 
understanding, this analysis is presented in three segments. The 
first segment deals with the analysis of Machine Learning 
Classifiers, the second segment analyses the feature selection 
methods, and in the last segment, the False Positive rates are used 

for evaluating the accuracy of classification from a different 
perspective.  

Table 2. Accuracy and F-value of classifiers tested on Enron 

dataset 

In Percentage 
Gene

tic 

Bayesi

an 
NB SVM J48 RF 

Genetic 

Search 

Acc 80.4 85.6 84.8 87.1 86 86.6 

F-

Value 
80.4 85.6 84.8 87.1 86.1 86.6 

Greedy 

search 

Acc 87.6 93 94 94.2 92.1 93.8 

F-

Value 
87.5 93.1 93.9 94.3 92.2 93.9 

Best 

First 

Search 

Acc 80.7 92.1 91.2 94.1 92.6 94 

F-

Value 
80.7 92.2 91.2 94.2 92.6 94.1 

Rank 

Search 

Acc 80.8 92 91.4 93.8 91.4 93.7 

F-

Value 
80.8 92.1 91.5 93.8 91.4 93.8 

 

Table 3. Accuracy and F-value of classifiers tested on 

SpamAssasin dataset 

 

In Percentage 

Gen

etic 

Baye

sian 
NB SVM J48 RF 

Genetic 

Search 

Acc 95.2 91.9 91.2 96.2 95.7 96.5 

F-
Value 

95.2 91.9 91.2 96.2 95.8 96.5 

Greedy 

Search 

Acc 96.4 97.1 96.6 97.8 97.9 98.4 

F-

Value 
96.4 97.1 96.7 97.8 97.9 98.4 

Best 

First 

Search 

Acc 95 92.8 93.1 97.9 96.3 98.2 

F-

Value 
95.1 92.8 93.2 97.9 96.4 98.2 

Rank 

Search 

Acc 95.4 92.2 94.4 97.5 96.4 97.6 

F-

Value 
95.5 92.2 94.5 97.5 96.4 97.6 

 

5.1 Analysis of Performance of the Machine 

Learning Classifiers 
The results of the classifiers tested on the Enron dataset is shown 
in the Table 2 and Figure 1, demonstrating that Support Vector 
Machine is the most accurate amongst the tested classifiers. In this 
case, the performance accuracy is between 87.1% and 94.2%. 
However, Random Forest classifier (with performance accuracy 
86.6% to 94.1%) is found to be the second best classifier. The 
Genetic Classifier is found to be the worst in terms of accuracy 



with the accuracy varying between 80.4% and 87.6 %. The 
Bayesian and Naive Bayes came very close to best one with 
accuracy between 85.6% and 93.1% for Bayesian and 84.8% and 
93.9% for Naive Bayes.  

Testing the same classifiers on the SpamAssassin dataset 

confirmed the results obtained from the Enron dataset. The results 
of the experiments on the SpamAssassin dataset are shown in 
Table 3 and Figure 2. 

Tests on LingSpam further validated the above results. The results 
of LingSpam (Table 4 and Figure 3) show that SVM (with 
performance accuracy 92% to 97.8%) is the most accurate 
classifier, while Random Forest (with performance accuracy 
90.1% to 96.6%) is close in accuracy to best one. 

Table 4. Accuracy and F-value of classifiers tested on 

LingSpam dataset 

 In Percentage 
Gene

tic 

Baye

sian 
NB SVM J48 RF 

Genetic 
Search 

Acc 89.5 89.5 89.7 92 89.4 90.1 

F-Value 89.5 89.5 89.8 92.1 89.5 90.1 

Greedy 
search 

Acc 93.2 97.7 97.8 97.8 95.7 96.5 

F-Value 93.3 97.8 97.8 97.8 95.7 96.6 

Best 
First 

Search 

Acc 93.1 97.8 97.1 97.5 96.5 96.6 

F-Value 93.1 97.8 97.2 97.5 96.6 96.6 

Rank 

Search 

Acc 93.2 96.2 96 96.9 94.2 95.1 

F-Value 93.2 96.3 96.1 97 94.2 95.1 

 

5.2 Analysis of Performance of the Feature 

Selection Methods  
As discussed in the preceding sections, the most informative 
features subsets were selected using Genetic and Greedy Step-
Wise feature search techniques. Initially, 48 best features out of 
1500 initially created features for the Enron dataset, 35 features 
out of 1414 features for the SpamAssassin dataset, and 50 features 
out of 1658 features for the LingSpam dataset were selected for 

testing the classifiers. The result presented in Tables 2, 3 and 4, 
and Figures 1, 2 and 3 demonstrate that Greedy Step-Wise search 
method has identified the most informative features in all three 
datasets with accuracy between 87.6% and 95.2% for the Enron 
dataset, and 96.4%, 97.8% for the SpamAssassin dataset, and 
93.2% to 97.8% for LingSpam dataset.  

The features selected by Genetic search have shown poorer results 
i.e. 80.4% to 87.1% for the Enron dataset, 91.2% to 96.2% for the 

SpamAssassin dataset, and 89.5% to 90.1 for the LingSpam 
dataset. 

5.3 Analysis of False Positive Rates  
Although some of machine learning classifiers show good overall 
classification accuracy, the possibility of misclassification of 
legitimate emails may be higher for some of them. Legitimate 
emails are considered important and if these emails get 
misclassified as Spam, it may lead to undesirable consequences. 
This problem can be countered by considering the False Positive 

rate (FP Rate) which takes into account the percentage legitimate 
emails are misclassified. 

 

Figure 1. Accuracy and F-value for Enron Dataset 

 
 

Figure 2. Accuracy and F-value for SpamAssasin Dataset 

 
Figure 3. Accuracy and F-value for LingSpam Dataset 

From the Table 5 and Figure 4, it is clear that SVM and Bayesian 
Classifier perform better in terms of the FP rate. For these 
classifiers the FP Rate is low in all three datasets (1.8% to 7.3% 
for Bayesian classifier, 2.6% to 7.3% for SVM on Enron dataset, 

0.1% to 3.6% for Bayesian, 1% to 2.1% for SVM on 
SpamAssassin dataset, and 0% to 18.1% for Bayesian and 1% to 
7.3% for SVM on LingSpam dataset). The above results are for 
Genetic, Greedy Stepwise, Best First and Rank search which 



indicates that the use of Greedy Stepwise search method for 
feature selection leads to lower FP rate. 

Table 5. False Positive Rates of the Classifiers 

In Percentage 
Gene

tic 

Baye

sian 
NB SVM J48 RF 

Genetic 

Search 

Enron 22.6 7.3 10.6 7.3 8.8 8.6 

SpamAssa

ssin 
3.5 0.1 0.4 2.1 3.6 3.1 

LingSpam 13.1 18.1 16.9 0.6 1.3 6.3 

Greedy  

search 

Enron 22.5 1.8 4.4 2.6 2.7 2.7 

SpamAssa

ssin 
2.4 3.6 4.5 1 2.2 1.7 

LingSpam 10 0 0 1.9 3.8 3.8 

Best 

First 

Search 

Enron 36.9 2.5 3.7 3.5 3.7 3.6 

SpamAssa

ssin 
4.5 0.7 1.1 1.9 3.2 1.5 

LingSpam 11.9 0 0.6 2.5 3.1 1.9 

Rank 

Search 

Enron 25.7 1.1 2.2 2.8 4.6 3.3 

SpamAssa

ssin 
4.1 0.1 0.6 2.4 3 2.2 

LingSpam 12.5 0 0.6 1.9 3.1 5 

 

 
Figure 4. False Positive Rates of the Classifiers 

 

6.  CONCLUSION  
Achieving good classification accuracy of classifiers using 
minimum number of features has always been one of the major 
research objectives in text classification. This study presents a 
comparative analysis of four feature selection methods: Genetic, 
Greedy Stepwise, Best First and Rank search, and their 
interactions with some Machine Learning Classifiers in the 
context of Spam email detection. The results lead to the following 
conclusions: first, among the Machine Learning Classifiers 

examined SVM has shown best classification accuracy and also 
the lowest False Positive Rate; second, Greedy Stepwise Search 
was found to be the best feature subset selector; third, Greedy 
Stepwise Subset Selector works well with SVM classifiers.  
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